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Abstract

In 1998, Chung and Chang proposed a new method to encrypt binary images. When compared to its predecessors,
their method can actually obtain better compression ratio by putting different scan patterns at the same level in the scan
tree structure and using the two-dimensional run-encoding technique. However, their scheme seems to be quite vul-
nerable to attacks if it uses the same key to encrypt different images. In this paper, we show that their scheme can be

broken with some pairs of plain image and cipher image.
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1. Introduction

In this modern, hi-tech world, network com-
munication becomes more and more popular. Be-
cause of this there is a greater need for information
security than ever before. In order to transmit se-
cret images to other people, a variety of encryption
schemes have been proposed. Bourbakis et al.
(Bourbakis, 1986, 1997; Bourbakis and Alexopo-
ulos, 1992, 1993) presented some image encryption
methods using SCAN language. Recently, Chung
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and Chang (1998) presented a new method for
binary image encryption using modified SCAN
language. By putting different scan patterns at the
same level in the scan tree structure and employing
a two-dimensional run-encoding (2DRE) tech-
nique, they pointed out that their scheme can en-
crypt images with higher security which results in
a better compression ratio when compared to its
predecessors (Bourbakis and Alexopoulos, 1992;
Chang and Liu, 1994).

For a good encryption scheme, it is reasonable
that the encryption key would be used for a period
of time, otherwise the scheme will spend a lot
of overheads on transferring the encryption key.
Based on this assumption, we will show that Chung
and Chang’s scheme is vulnerable to attacks when
the same key is used to encrypt different images. We
use the known-plaintext attack method similar to

0167-8655/02/$ - see front matter © 2002 Elsevier Science B.V. All rights reserved.

PII: S0167-8655(02)00157-5


mail to: ccc@cs.ccu.edu.tw

1848 C.-C. Chang, T.-X. Yu | Pattern Recognition Letters 23 (2002) 1847-1852

Cipher-Image

P Decompression—® Decryption [—» Plain-

Modified SCAN|
Plain- 2DRE
Language .
Image c Compression
Encryption

Image

Fig. 1. Block diagram of the encryption and decryption scheme.

the method proposed in (Jan and Tseng, 1996).
That is, after acquiring some plain-image and cipher-
image pairs, we can break their scheme without
generating all the combinations of the scan pat-
terns. In this paper, we also present an example to
illustrate our scheme of attack.

The remainder of this paper is organized as
follows. In Section 2, we shall give a brief review of
the image encryption scheme proposed by Chung
and Chang. In Section 3, we shall present the
cryptanalysis of Chung and Chang’s encryption
method. An example of the attack process will be
also illustrated in this section. In Section 4, the
conclusions will be given.

2. Review of the image encryption scheme

In the following, we review the image encryp-
tion scheme proposed by Chung and Chang
(1998). The block diagram of Chung and Chang’s
encryption scheme is shown in Fig. 1. We will
go through Chung and Chang’s modified SCAN
language which allows different scan patterns to be
put at the same level in the scan quadtree struc-
ture. We suggest that interested readers consult
(Chung and Chang, 1998) for more details of quad-
tree structure. After reviewing the modified SCAN
language, we will give a simple example to illus-
trate the encryption process. Since the 2DRE tech-
nique has nothing to do with the security analysis,
we do not discuss it in this section.

2.1. The modified SCAN language

The modified SCAN language for a 2" x 2"
binary image can be described by the 4-tuple
(Vx, Vr, P,S), where S is the starting symbol, P is
the set of production rules, Vy (={S,U.,Li})

is the set of nonterminal symbols, and Vr (=
{UL Ri[1<j<47'}) is the set of terminal sym-
bols (L; denotes the set of different scan patterns at
the ith level in the quadtree and Rj. is one of the
twenty-four scan patterns defined in Fig. 2). Each
pattern SP;, where 0 <k <23, is the kth scanning
method for the 2 x 2 pattern window (Chung and
Chang, 1998).

Based on the definition of the modified SCAN
language, we can encrypt the binary image in Fig.
3 by applying the following production rule to its
corresponding quadtree in Fig. 4:

0 1 0 1 0 2 0 3
2 3 3 2 1 3 1 2
SPy SP,; SP; SP;
0 3 0 2 2 0 3 0
2 1 3 1 3 1 2 1
SP, SP; SP, SP;
1 0 1 0 2 0 3 0
3 2 2 3 1 3 1 2
5P, SP, P, 5P,
3 2 2 3 3 1 2 1
1 0 1 0 2 0 3 0
SP; SP3 SP4 SPs
1 2 1 3 1 3 1 2
3 0 2 0 0 2 0 3
SPs SP;7 SPs SPy
2 3 3 2 3 1 2 1
0 1 0 1 0 2 0 3
P 5P, P> SP;

Fig. 2. The twenty-four scan patterns.
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Fi

g. 3. A 2° x 23 binary image.

S — LiLyLs
L — R

L, — RIRIR3R;

Ly — RIRIR3R] -+ Rig

R} = SP,

R} =SP;, R, =SP,, Ri=SPs, R,=SPy,
R} =SP, Ry=SP, R}=SP, R, =SP
RI=SP, R;=SR, R,=SPy, R;=SPh,
R} =SP4, R),=SP,, R} =SPs, R,=SP,
R}, =58Py, R}, =SP;, R),=5P;, Rj,=SPs

After applying the production rule to the quadtree
in Fig. 4, the resultant encrypted quadtree is
shown in Fig. 5. Using the encrypted quadtree, the
encrypted image in Fig. 6 is displayed by using the
raster scanning method.

Up to now, we have shown the encryption
method proposed by Chung and Chang. After

Level 0

Level 1
Level 2

Level 3

Fig. 4. The corresponding quadtree of Fig. 3.

V2 Level 0

Level 1

Level 2

Level 3

Fig. 5. The encrypted quadtree.

Fig. 6. The encrypted image by using the raster scanning
method.

encryption, the cipher image is constructed by
compressing the encrypted image.

To analyze the security of this encryption
method, Chung and Chang mentioned that the se-
curity of an encrypted image depends on the total
number of combinations employed in the encrypted
image. Using their method, we find that the total
number of possible scan pattern combinations for
a 2" x 2" encrypted image is N(n) =1 x 24 x
244 x ..o x 24% 1 = 24@-D/3 1n other words, the
security of a 2" x 2" encrypted image is equal to
N(n) and the computational complexity for an
opponent to break this encrypted image is O x
(N(n)) = O(24*"). Here, we assume that one com-
putation can perform one combination for putting
one specific scan pattern. Hence the time needed
to generate N(n) scan patterns for a computer with
the computational capability of 100 MIPS (mil-
lion instructions per second) is 7'(n) = N(n)/100 x
10% x 60 x 60 x 24 x 365 (years), which also shows
the time needed to break a 2" x 2" encrypted
image.
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3. Cryptanalysis of image encryption scheme

In this section, we present our scheme of at-
tacking the image encryption scheme. Suppose we
get a 2" x 2" plain-image P,, and its corresponding
cipher-image C, which is compressed by a 2DRE
technique. We can then decompress C and find the
possible encryption rules. In order to decompress
C, whose size is m bits, we have to decide how
many bits are needed to represent each length
in a binary representation. Assume that C has the
highest compression rate and each length is rep-
resented by a fixed-length binary representation
with / bits. We can determine / by the following
procedure:

e Find the first non-zero bit in C. Here we sup-
pose it is the kth (k< 2/) bit.

e Compute
L={I'|l'is a divisor of m, 1 < /' <k}.

e For each element /' in L, let the number of seg-
mented pixel-strings be s’ = m/l' — 1. Decom-
press C with the information s’ and /', we get
a sequence of binary strings. Let r; (1 <i<ys)
denote the decimal representation of the (i+
1)th binary string. Let r,.x be the maximum of
r;’s. If I does not satisfy all of the following con-
straints, remove !’ from L.

1. I' = |log, rmax] + 1.

2.1 >0,rn>0,r>0,...,ry >0.

3. The number of black pixels in the decom-
pressed image is equal to that in the plain-
image P,,.

4. The number of white pixels in the decom-
pressed image is equal to that in the plain-
image P,,.

For example, using the 2DRE technique, the
compressed representation of Fig. 6 is {1,4,9,1,
22,1,1,1,1,4,6,1,1,8,2,1,1}. In this representa-
tion, 22 is the maximum length among all of the
lengths of the segmented pixel strings. Again in the
compressed representation, each element can be
represented by / = 5 bits. Therefore, the size of the
compressed cipher image C is m =15 x 17 =85
bits. After receiving C, we can use the above pro-

cedure to determine /. First, we find that the first
non-zero bit in C is the fifth bit, so k=5 and
L ={1,5}. Consider the first case ' =1, we get
s =85/1—1=284. After decompressing C with
the information // = 1 and s’ = 84, we can easily
verify that not all of r; >0, 1<i<84. Thus, we
conclude that / # 1. In the second case, I' = 5, we
find that & =16 and the decompressed image
satisfies all of the constraints. So / = 5 and we get
the decompressed cipher image.

In our experiments, we find that the above pro-
cedure can uniquely determine the correct / with
very high probability. But in some special cases, we
cannot uniquely determine /. That is, some incor-
rect I's also satisfy all of the constraints in the
above procedure. However, the probability that
these cases will occur is smaller than 107*, o > 4 for
n = 2. To obtain the probability, we construct a
program to test possible patterns of 2" x 2" differ-
ent blocks. For n = 2, there are 22*2 = 216 possi-
ble patterns. We test all of these patterns and
find that there are only four patterns having two
possible /. Thus the probability of the patterns
having incorrect / is 4/2'°, which is smaller than
107*, o« > 4. For n > 2, since the number of possi-
ble patterns is very large, we cannot test all possi-
ble patterns. Therefore, we randomly test 2!¢ x 2%
patterns for 2 <n <9 a lot of times. In our ex-
periments, even though we could not exactly de-
termine the number of these special patterns
because they are not regular, we find that the num-
ber of these special patterns is very sparse and far
smaller than 2?". Hence the probability of the pat-
terns having incorrect / is smaller than 2%/2' x
22 = 2716 According to these results, we conjec-
ture that the probability of the patterns having
incorrect /is smaller than 107%, o« > 4. Additionally,
since the number of / ’s in these cases is only a
constant, we have the ability to determine the
correct / in the following procedure without in-
creasing too much computational complexity.

After decompressing C, let the decompressed
cipher image be E,,. We can find the possible en-
cryption rule W following the procedure below:

e Construct the corresponding quadtree O, of the
plain-image P,,.
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e Use E,, to reconstruct the encrypted quadtree
0. by applying the reverse processes (since E,,
is an image constructed from the encrypted
quadtree Q. using the raster scanning method).

o Compute the sum of all the pixel values for each
node in Q, and Q..

e Compute the permutation rule R;(1<i<n,
<j<47 1) by comparing the relationship be-
tween the sum lists for block j at level i in O,
and Q.. If there does not exist any permutation
rule such that the sum lists for block ; at level i
in Q, is equal to that in Q. we realize that this
E,, is constructed from an incorrect /. So we
have to restart the procedure with another E,,.

o After one Rj, is determined, we transform Q. by
employing the permutation rule R; By collect-

ing these permutation rules we can get the pos-

sible encryption rule W.

For example, we use the 23 x 23 binary image
in Fig. 3 as the plain-image P;; and the image in
Fig. 6 as the encrypted image E;;. From these
two images, we can construct their corresponding
quadtrees O, and Q. with the sum of their pixel
values, as shown in Fig. 7. For Level 1 of the tree
in Fig. 7(a) and (b), we find that the sums listed in
O, and Q. are {5,0,10,6} and {5,0,6,10}, re-
spectively. Using this information, we realize that
the scan pattern for Level 1 is SP; and that R =
SP. After R} is determined, the new Q. is shown
in Fig. 7(c). At Level 2, we compute R}, R}, R3 and
R3, respectively. Using {4,0,1,0} and {4,0,0,1},

Level 0

Level 1
Level 2

Level 3
Level 0

Level 1
Level 2

Level 3

Level 0

Level 1
Level 2

Level 3

Fig. 7. The quadtree structure: (a) the quadtree Q, with sum of pixel values in it, (b) the quadtree Q. with sum of pixel values in it and

(c) the quadtree Q, after determining R}.
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we find that R? =SP, or SP;. Since there is
not enough information to determine R? uniquely,
we denote Rf = SP,|SP;, where “|” denotes “OR”
operation. Then we repeat the above steps recur-
sively until all of the R’s are found. By collect-
ing these R)’s, we get the possible encryption
rule W.

Now let us analyze the computational com-
plexity of our scheme of attack. First, the time
needed to decompress C is O(m) < O(4"). After
constructing the quadtrees O, and Q., we have to
determine the permutation rules R;’s, where the
total number of these R’s for a 2" x 2" image is
R(n)=14+4+4+4+... 44" =(4"—1)/3. For
each Rj., we perform 24 comparisons between the
sum lists for block j at level i in O, and Q., and
constant time on the transforming Q.. Hence the
total computational complexity for determining
one possible encryption rule W under our scheme
of attack is O(4").

It is easy to observe that we can efficiently de-
crease the number of possible encryption rules.
However, sometimes we do not have enough in-
formation to uniquely determine one permutation
rule Rj., so we need another pair of plain image and
cipher image to help us to determine it. As the
previous example illustrated, we only know that
the permutation rule R? is SP; or SP; and cannot
determine the original encryption rule. We need
another pair of plain image P’ and cipher image C’
to help us. Assume that the permutation rule R?
in P’ and C' is SP,|SP;. We can find that R? is SP
by intersecting these results. If we can get enough
pairs of plain image and cipher image to determine
each R;, we can uniquely obtain the encryption
rule. In the worst case, this happens when one pair
of plain image and cipher image can only deter-
mine one permutation rule. The number of pairs
we need is the number of undetermined permuta-
tion rules. However, if the cipher image is a chess-
board-like image, it is hard to find the encryption
rule with the above method. But this case does not
occur usually. Therefore, we have shown that the
encryption scheme proposed by Chung and Chang
is vulnerable to attacks when they use the same key
to encrypt different images.

4. Conclusions

In this paper, we have proposed a scheme of
attack upon the image encryption system proposed
by Chung and Chang (1998). By acquiring enough
number of pairs of plain image and cipher image,
we can use the known-plaintext attack to find the
encryption rule. Thus, Chung and Chang’s image
encryption scheme is vulnerable to the known-
plaintext attack. To avoid the known-plaintext
attack, we offer some suggestions below. First, our
scheme of attack can be proceeded successfully
because the encryption rule shows the locality
property. Therefore, we suggest that the encryp-
tion scheme should eliminate the locality prop-
erty. Here locality property means that the number
of black pixels in a block remains the same after
encryption. In other words, the encryption scheme
should make the cipher image as chaotic as possi-
ble. Second, we suggest that the order of encryption
and compression stages in the scheme should be
altered. By changing the order of these processes,
the encryption scheme can achieve higher entropy
and increase the difficulty of known-plaintext at-
tack against this system.
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