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Abstract

A practical specific (7, n) threshold scheme for secret digital images is proposed in this
paper. By this scheme, we divide a secret digital image into » pieces and distribute them
to n participants. The secret digital image can be reconstructed when and only when r or
more participants cooperate for it. The time complexity of this proposed scheme is in-
dependent of the size of the secret image. In this scheme, the setup phase is bounded by
ixjx|r—1/2] +2 module multiplications plus i x jx ( — 1) module additions,
where i x j is the size of the codebook, except the time needed for generating the code-
book. The reconstructing phase is bounded by O(r log? r). This scheme also achieves
perfect secrecy. © 1998 Elsevier Science Inc. All rights reserved.

Keywords: Image compression; Lagrange’s interpolation polynomial; Perfect secrecy;
Threshold scheme; Vector quantization

1. Introduction

“How to keep secrets?” is a very significant and practical problem in today’s
information-based society. Sometimes secrets should not be always protected
by only one person; they can be very easily lost, destroyed, or modified if they
are held by only one person. Blakley [1] and Shamir [2] first proposed a concept,
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named (r, n) threshold scheme, to solve this problem independently. An (r, n)
threshold scheme consists of a trusted dealer and » participants. The dealer di-
vides the secret document into n shadows and distributes them to r partici-
pants. The secret document cannot be reconstructed unless some specific
groups of more than » — 1 out of n shadow holders pool their shadows. An
(r, n) threshold scheme has the following features [3]:

1. The secret is divided into # shadows.

2. Any r or more shadows can be used to reconstruct the secret.

3. Any r — 1 or less shadows reveal no knowledge about the secret.
Threshold schemes are mainly used to protect secrets from being lost, de-
stroyed or modified. In our society, there are many “true-to-life’” examples tak-
ing place in the military, banks, and technical companies. Practically speaking,
the secret “document” could be in many forms, for example, text files, photo-
graphs, blueprints, pictures, passwords, and encryption/decryption keys.

After Blakely [1] and Shamir [2] proposed the (7, n)-threshold scheme, there
have been hundreds of technical reports exploring this problem. However,
these schemes are only suitable for digital data such as text files, passwords,
and encryption/decryption keys, while the type of photographs, blueprints,
and pictures has to be in the form of digital images. A large number of bits
are typically required to represent even a single digital image. It is impractical
to apply the traditional threshold scheme to share a secret digital image direct-
ly. So, the development of a specific (r, #) threshold scheme for digital images is
important and necessary.

In order to utilize digital images effectively, we need specific methods to re-
duce the number of bits required for their representation. The technique of dig-
ital image processing that concerns this problem is named image compression
[4]. A wide range of image compression methods have been developed over the
years. Among them, vector quantization (VQ) is one of the most popular image
compression methods. It has been shown to be simple and efficient by many
researchers [4-15].

VQ is a method of image compression that can be viewed as a process of pat-
tern recognition. An input pattern is approximated by one of the standard pat-
terns from a predetermined table. The standard pattern table is named a VQ
codebook. Animage is divided into a set of input patterns, and each input pattern
is matched with a codeword of the codebook. The encoder and the decoder use
the index of this codeword respectively to compress and decompress. A block di-
agram of the basic VQ structure is shown in Fig. 1. Here, in this paper, we shall
propose a specific (r, ) threshold scheme based on VQ for secret digital images.

In the rest of this paper, Section 2 introduces our (r, ) threshold scheme for
single digital images. The extension of our (r, n) threshold scheme for multiple
digital images is described in Section 3. Section 4 shows our experimental re-
sults. The computation complexity and security analysis are discussed in Sec-
tion 5. Finally, our conclusions are stated in Section 6.
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Original image Compressed image
Codebook
(a) The compressing phase of VQ
Compressed image Table look-up Decompressed image

Codebook

(b) The decompressing phase of VQ
Fig. 1. VQ block diagram: (a) the compressing phase of VQ; (b) the decompressing phase of VQ.

2. An (r, n) threshold scheme based on VQ

In our specific (r, n)-threshold scheme, we compress the secret image with
the VQ compression method. The participants do not share the secret image
directly; instead, they share the codebook which is used to compress the secret
image. In the VQ compressed method, we shall emphasize that the compressed
digital image is assembled by the indices of the codebook, whose codewords
approximate the input patterns. Although these »n participants share the code-
book only, the secret image can be recovered easily when the correct codebook
is recovered. Note that the secret image cannot be decompressed or recon-
structed from the compressed code without the correct codebook.

In varieties of VQ compression methods, codewords are typically generated
using a training set of images that are representatives of the images to be en-
coded. Hence, most of the image features which are specific to the particular
image are adequately represented by the codewords. The optimal codebook
would be generated using the image itself as the training set. This codebook
is named a local codebook, and it usually results in good performance for mod-
erate codebook sizes [4]. The quality of the secret image is a very crucial factor,
so we assume that the compression of the secret image is conducted with the
local codebook to ensure good quality.
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The core technique of our (r, n) threshold scheme is the sharing of the orig-
inal local codebook S among these n participants securely. Since our proposed
scheme is based on Galois field GF(p), the dealer first generates a modified
codebook S’ based on the original codebook S and then discards S when some
of the components of S are not suitable for the arithmetic operation based on
GF(p). The dealer then divides the modified codebook §’ into n shadow code-
books B, B® ... B® and distributes them to n participants secretly in such
a way that:

1. the modified codebook §’ can be reconstructed easily using any r or more
shadow codebooks BWs;
2. nobody can get any knowledge of the original codebook S or the modified

codebook S’ using any » — 1 or less shadow codebooks B"s.

In other words, if r or more participants pool their shadow codebooks, they
can decompress the shared secret image. Any r — 1 or fewer participants can-
not do anything about it.

Let the original codebook S contain i codewords and let each codeword
have j components. Each component of a codeword is a pixel value. Also,
let each of the pixel value be no less than 0 and no greater than £ — 1. The code-
book can be viewed as an i X j matrix, and each component ranges from 0 to
k — 1. Our goal is to generate n shadow codebooks B®)’s for the n participants
such that if and only if there are r or more participants willing to cooperate
with one another, they can generate the modified codebook §’ with their shad-
ow codebooks B B%) . B As Fig. 2 shows, there are two phases in our
scheme: the setup phase and recovery phase. We shall describe these two phases
in the paragraphs right below.

2.1. Setup phase (by the dealer)

Firstly, the dealer selects an integer p, which is the largest prime integer in
the range [0,k — 1]. The modified codebook S’ is generated from the original
local codebook S following the rule:

sl _ S,] ifSij< P,
v p—1 if s; > p,

- (M)
where s; and s;; are the components of §' and S, respectively. Later in the ex-
perimental results in Section 4, we shall see that there can only be few pixels of
many local codebooks whose values are not smaller than the selected p. So the
modified codebook S’ is like the original codebook S.

Next, the dealer divides the modified codebook S’ into # shadow codebooks
B®s, for n participants. He/she randomly selects # integers, a;, %, . . ., &,, from
[0, p), where o; # a; for all i # j. The dealer then generates these shadow code-
books based on these n integers and the following formula.
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Fig. 2. Our (r, n) threshold scheme diagram: (a) the dividing phase of our scheme; (b) the recon-
structing phase of our scheme.

Fx)=8+MY xx+M?P x> +... + M"YV x ¥~ mod p, (2)

where M (¢t =1,2,...,r— 1) is a randomly chosen matrix with i rows and j
columns, and each component of these matrices ranges from 0 to p — 1. We
use modular arithmetic instead of real arithmetic as is Shamir’s idea [2]. The
set in which all integers modulo a prime number p forms a Galois field
GF(p). In this field, we can reconstruct the polynomial F(x) using the interpol-
ation method in the recovery phase. In Formula (2), the i x j matrix M) mod-
ule p is defined to be a new i x j matrix whose elements are equal to their
corresponding elements in M) module p. Eqs. (3)~(5) show the shadow code-
books of Participants 1,2,...,and n:
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BY = Flay) =8 + MO x o, + M® x o2 4 - 4 M

x of ! mod p, (3)
B® = F(a) = §' + MO x ay + M® x o 4. 4 MO
x o5~ mod p, (4)

B® — F(oy) =S + M x x, + M® x “i 4o MUY
x o' mod p. (5)
Finally, the dealer distributes a codebook B to each Participant 4 secretly.
Each participant, say Participant 4, holds a shadow codebook B® and a

shadow parameter «;. The size of each shadow codebook is equal to the orig-
inal local codebook, and the value of each component ranges from 0 to p — 1.

2.2. Recovery phase (by any r out of n participants)

In this phase, any r or more participants pool their shadow codebooks and
shadow parameters to reconstruct the modified codebook S’. With this recon-
structed modified codebook, they can decompress the secret image. How can
these r participants reconstruct the modified codebook §’? By the system of
Egs. (3)~(5), we know that each pair of a shadow codebook B® and its corre-
sponding shadow parameter «;, satisfy the following relations:

(1)

bQ)=s’.,+mQ)xa +m§2)xa1+ -+ my ) x o™ mod p, (6)
by =5, +m) x oy +m) x o3+ - 4+ m{ ™Y x o5~ mod p, (7
b(")-—s +m xoc,,+m,(f)xaﬁ+... —f-m,(;—l)xat;_1 mod p, (8)

where s/ is the ijth component of S, b(' is the ijth component of
BO(t=1,2,...,n), and m®, the ijth component of MP(k=1,2,...,r—1).

ij
We can also generahze these relations by a polynomial of degree r — 1

Si(x) =s§j+m,(j1) xx+m§f) x X2+ - +m,(]' D x y-1 mod p, (9)
and this polynomial satisfies
by = fiy(au) =, +m) x o +m) x o+ +mi" x o~ mod p,
fort=1,2,.

It is obvious that Polynom1al (9) above passes through »n points
{(al,bf})) (ocz,b(z)) (oc,,y ")} on the 2-dimensional plane of x and f(x).
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Any component of the modified codebook, s;;, is a constant item of this specific
polynomial. Although we do not know the polynomial f;;(x) = s;; + m,(J1 X X+
m,(jz) XXt mg'” x X' mod p, we can use Lagrange’s interpolation
method [5,16] to reconstruct this (» — 1)-degree-pol;1nomial fij(xg by interpolat-
ing on any r out of these n points {(ocl,b,(jl)), (o2, bEj)), N bi;'))} as follows:

) = i om) G ) = )
(otn, — ctn, ) (o, — 0t} - - (o, — 04,
4 pth) (o — og ) Or — atgy ) - (x — o)
i
(ahz - ahl)(ahz - ah3) s (ahz - ahr)
(x - ahl)(x — ahz) s (x - ahrfl)

(oth, — oy ) (o, — 0thy ) - (o, — )
Then the component of the modified codebook s;; can be obtained from the
constant item. In other words, each component of the modified codebook s;;
can be revealed from the set of r points {(ochl,bfj'?')), (ahz,bg”)), ceey (a;,,,bg”))}
using Lagrange’s interpolation method. Each Y-coordinate value of these r
points, bi;'), is the ijth component of the Ath shadow codebook. The corre-
sponding X-coordinate value a; is the shadow parameter of the holder 4. Final-
ly, the secret image can be decompressed using this reconstructed modified
codebook. The compressed code does not lose any information in these two
phases, and the differences between the original local codebook and the mod-
ified codebook is only few and far between. Thus the PSNR values of the de-
compressed images which are decompressed with the modified codebook and
with the original local codebook respectively are almost equal. We shall show
our experimental results in Section 4. And the definition of PSNR will be intro-
duced later in the same section.

()
+ by mod p.

3. Extension of our (r, n) threshold scheme for multiple digital images

In some cases, there could be multiple secret images that have different local
codebooks shared by n participants. Now, the readers may ask: Can the secret
images be decompressed when and only when there are r or more participants
cooperating with one another? Using our (r, n) threshold scheme directly, the
dealer generates different shadow codebooks for different images. Then each
participant will have to hold many different shadow codebooks for these differ-
ent secret images, which does not seem practical. Here, we extend our simple
(r, n) threshold scheme by publishing some information such that these » par-
ticipants can share these secret images while each of the participants still holds
only one shadow codebook and one shadow parameter.

Without loss of generality, we assume that there are n participants sharing z
secret images. Each image ¢ corresponds to an original local codebook C,.
Firstly, the dealer generates n shadow codebooks for Image 1’s modified
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codebook Cj as stated above. Secondly, she/he generates z — 1 pieces of public
information Dy s such that D, = C,® C; for t=2,3,...,z. The expression
W = U & V means that the ijth component w;; of W is equal to u;; @ v;;, where
u; and v; are the ijth components of U and V, respectively. The operation
“u;; ® v;” is defined as the pairwise bit exclusive or of the bit strings of u;;
and v;;. Now, in our extended scheme, each participant still holds no more than
a shadow codebook and a shadow parameter; what is added is that the dealer
publishes information D, for each secret image ¢ (t = 2,3, ...,z). Note that no
public information is there for Image 1 and that only r or more participants
can reconstruct the modified codebook Cj.

As stated in Section 2, when and only when any r or more participants pool
their shadow codebooks and shadow parameters, the modified codebook Cj
can be generated. After Cj is generated, these participants can evaluate the oth-
er codebook C; by C; = D, @ Cj. Then the secret image ¢ can be decompressed.
Obviously, each participant holds only one shadow codebook, but they can
share as many as z secret images in our extended scheme.

4. Experimental results and discussions

All our experiments are performed on a SUN SPARC10 workstation. Seven
512 x 512 and four 256 x 256 monochrome images are used in our experi-
ments. Each pixel in these images contains 256 gray levels. The prime number
of these experiments is 251, These images are divided into some 4 x 4 pixel
blocks at first. Each block is therefore a 16-dimensional vector. Each image
is used as the training set to generate the original codebook by the LBG algo-
rithm [4] with a 0.001 threshold. The quality of the decompressed image is eval-
uated by the peak signal-to-noise ratio, which is defined as

2

For an m x m image, the mean-square error MSE is defined as

2m m
MSE = (%) DN g —5),

i=1 j=1
where x;; and %;; denote the original and the quantized gray levels, respectively.
In our experiments, we find that almost all the pixel values of each image’s
original local codebook are smaller than 251, except for the Family image. Our
experimental results are shown in Table 1. It is obvious that most of the orig-
inal local codebooks are the same as their corresponding modified codebooks
in our experiments. There is only one different pixel-pair between the original
local codebook and the modified codebook in the Family image. Amazingly,
the PSNR values of the decompressed images that are respectively decom-
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pressed with the modified codebook and the original local codebook are equal,
which can also be seen from Table 1. In our experiments, all the images’ orig-
inal local codebooks are the same as their corresponding modified codebooks
except for the Family image.

5. Computation complexity and security analysis
5.1. Computation complexity

There are two phases in our scheme: the setup phase and the recovery phase.
In the setup phase, the dealer has to compress the secret image and generate its
codebook S first. The time needed to generate a codebook S grows only like
O(N log N) in training set size by Equity’s PNN algorithm [17]. Next, the deal-
er takes i X j comparison operation to generate the modified codebook &,
where i x j is the size of the original codebook S. Then she/he evaluates the
polynomial value of order » — 1 following Formula (2) for each participant.
In the worst case, it takes i x j x [r —1/2] + 2 module multiplications and
i x j x (r — 1) module additions. In the recovery phase, it is required to recon-
struct the specific ( — 1)-degree polynomial from the shadow codebooks of
any r participants. It takes O(r log? r) to evaluate each component of the mod-
ified codebook using Lagrange’s interpolation method or Newton’s interpolat-
ion method [16,19]. Finally, the secret image can be reconstructed based on the
modified codebook. The decomposition steps as a whole take a constant period
of time to transform each index in the compressed code to its codeword. That
is, our (r, n) threshold scheme works the same regardless of the size of the secret

Table 1

Experimental results

Image The number of pixels PSNR of the decompressed image
whose values are (using the original local codebook
greater than 251 or the modified codebook)

256 x 256 Barbara 0 25.478

256 x 256 Boat 0 27.352

256 x 256 Family 1 27.034

256 x 256 Peppers 0 28.201

512 x 512 Airplane 0 30.124

512 x 512 Baboon 0 25.068

512 x 512 Farm 0 30.429

512 x 512 Lena 0 31.256

512 x 512 Robot 0 27.495

512 x 512 Landscape 0 28.815

512 x 512 Zelda 0 34.023
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image. The setup phase is bounded by i x j x [ — 1/2] + 2 module multiplica-
tions plus i x j x (r — 1) module additions, and the recovery phase is bounded
by O(r log? r). Thus our scheme is efficient and practical.

5.2. Security analysis

Our (r, n) threshold scheme is based on the polynomial
F)=8+MY xx+ M xx2 + -+ M x ¥ mod p,

where each component of the coefficient matrix M®(h = 1,2,...,r — 1) is cho-
sen from a uniform distribution over the integers in the interval [0, p) with §'
being the modified codebook. The most mind-boggling aspect of our scheme
is that each component of the coefficient matrix is chosen randomly and that
any r — 1 or fewer participants with infinite computing power cannot know
anything more than the length of each component. That is as secure as one-
time pad: an attempt at an exhaustive search will reveal that any conceivable
value could be the component of the modified codebook. In other words,
our scheme achieves perfect secrecy [18].

6. Conclusions

In this paper, we propose a practical (r, n) threshold scheme for sharing of
secret images. Our idea is mainly inspired from the threshold scheme proposed
in [2]. We assume that the secret image is compressed with the VQ technique.
Nobody can decompress this image except for those who have the modified
codebook. The dealer divides the modified codebook into #» shadow codebooks
and distributes them to »n participants. If and only if » or more participants co-
operate together, the modified codebook can be reconstructed. Then the secret
image can be decompressed. We also extend our scheme to share multiple se-
cret images by publishing some information, so each participant still holds
the simplicity of only one shadow codebook. The compressed code does not
lose any information in our scheme. Also, the difference between the modified
codebook and the original local codebook is rare. In our experiments, the
PSNR values of each image’s decompressed images which are decompressed
respectively with the modified codebook and with the original local codebook
are equal. Our scheme can be applied to any image system that compresses and
decompresses images using the concept of codebooks as the basis of VQ. By
ignoring the time complexity of compression steps, the time complexity of
our (r, n) threshold scheme is independent of the size of the shared secret image.
The setup phase is bounded by i x j x | — 1/2]| + 2 module multiplications
plus i X j x (r — 1) module additions, and the recovery phase is bounded
O(r log? r). Furthermore, our scheme achieves perfect secrecy.
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