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Abstract

In this paper, we describe an image protection method for image intellectual property. The concept of this paper is
based on the visual secret sharing scheme. We use the visual secret sharing scheme to construct two shares (also called
transparencies). One share is generated from the host image, and the other share is arbitrarily generated by the owner.
When the owner needs to be identified, we can superimpose these two shares to recover the secret information in order
to validate the ownership. Our method has three advantages. The first advantage is simple computation, which means
that our method does not use any complex computations such as discrete cosine transformation (DCT), and thus our
method can be executed efficiently. The second advantage is that our method does not change any pixels of the host
image. The third advantage is that our method is secure and robust. From the experimental results, our method can
tolerate several image attacks, e.g., blurring, cropping, sharpening, JPEG lossy compression, etc. © 2002 Elsevier

Science B.V. All rights reserved.
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1. Introduction

The Internet has been rapidly gaining popular-
ity and from it, people can quickly and easily ob-
tain many kinds of data from the Internet such as
images, texts, music, pictures, etc. However, some
kinds of data cannot be arbitrarily copied or dis-
tributed. Therefore, copyright protection has be-
come a very important research topic (Kundur and
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Hatzinakos, 1999). The most frequently used data
are images and pictures.

Watermarking is a kind of image protection
method that embeds watermarks into the host
image. The watermark is often embedded into the
frequency domain rather than into the spatial do-
main. This occurs because watermarks embedded
into the frequency domain can be more robust.
Two transformation techniques, discrete cosine
transformation (DCT) (Hsu and Wu, 1999) and
wavelet transformation (Kim et al., 1999), are used
frequently. However, both techniques are time
consuming. They also change some pixels of the
host image, thus decreasing its image quality.
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Recently, Hou and Chen (2000) proposed an
asymmetric watermarking scheme that is based on
the visual secret sharing scheme. They used Naor
and Shamir’s (1994) visual secret sharing scheme
to split the watermark into two shares referred to
as share-1 and share-2. Like a binary image, share-
1 and share-2 can be treated as random noise.
Share-1 is embedded into the host image using
pixel value decrease or increase. Share-2 is used as
the secret key. The original image and the secret
key can be used to extract the embedded water-
mark from the host image to verify the ownership
of an image. The main drawback of their method
is that it modifies the host image and also requires
the original image. Our method does not. In gen-
eral, most watermarking techniques do not require
the original image.

With its improved execution efficiency and good
image quality, a new image protection method
based on the visual secret sharing scheme is pro-
posed. Our method combines two techniques.
They are the torus automorphism technique
(Voyatzis and Pitas, 1996) and the visual secret
sharing scheme (Chang and Hwang, 1998; Hwang
and Chang, 1999, 2001). The torus automorphism
technique is used to scramble each pixel of the host
image. Then, we apply Hwang and Chang’s (2001)
visual secret sharing scheme to generate two
shares. The visual secret sharing technique uses the
human visual system of pixel density to retrieve the
information. The main difference between Noar
and Shamir’s and Hwang and Chang’s (2001)
methods is found in whether or not the share is
meaningful. In Noar and Shamir’s scheme, each
share looks like random noise and it does not
contain anything meaningful. In (Hwang and
Chang’s (2001) scheme), each share can be de-
signed to be more meaningful by adding such in-
formation as the author name, logos, words, etc.

Our method applies the torus automorphism to
scramble each pixel of the host image. The result is
a chaotic mixing image. We randomly select a sub-
image from the chaotic mixing image. The sub-
image is divided into many blocks and uses a
sorting algorithm to sort each block. The gray-
level sub-image uses the sorting algorithm to
convert it into a binary image. Thus share-1 is
generated. Next, we apply Hwang and Chang’s

visual secret sharing scheme (Hwang and Chang,
2001) to generate share-2. The secret image is
hidden into share-1 and share-2. We do not want
to change the original image, thus no pixel from
share-1 will be changed. So, we need to adjust
some pixels in share-2 so that the secret image can
be hidden in two shares. Further, we can super-
impose these two shares to extract the ownership
of the image. Our method is based on Hwang and
Chang’s visual secret sharing scheme (Hwang and
Chang, 2001) that is perfectly secure and simple.
Our method does not require complex computa-
tion and does not modify any pixel from the orig-
inal image. Our method is practically suitable for
the application in which the modification of the
lost image is not allowed. For example, many med-
ical images are not allowed to have any modifi-
cations of them. In this case, our image intellectual
property protection scheme fits this requirement.
The rest of this paper is organized as follows.
Section 2 introduces work relating to two visual
secret sharing schemes. The details of our method
are proposed in Section 3. Section 4 presents some
experimental results and analysis. Finally, the
conclusions are presented in Section 5.

2. Previous work

2.1. Review of Noar and Shamir’s visual secret
sharing scheme

Naor and Shamir (1994) proposed a visual se-
cret sharing scheme (also referred to as visual
cryptography). The main advantage of their
method is simple computation and security. The
conventional cryptographic system requires more
complex computations.

We briefly describe Noar and Shamir’s visual
secret sharing scheme and list the stacking results
in Fig. 1. The visual secret sharing technique is
only suitable for the binary image. There exists a
secret image with a size of M x N. The secret im-
age is composed of share-1 and share-2. The image
size of the two shares is 2M x 2N. Share-1 and
share-2 are divided into two sets of non-overlap-
ping blocks B' and B, respectively, where each
block in B’ contains 2 x 2 pixels. We choose a
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Fig. 1. All cases of the stacking results of Noar and Shamir’s scheme.

block B from B' and another block B; from B” in
the same position to represent a secret pixel. That
is to say, each secret pixel uses two 2 x 2 pixels to
represent it. Here, each block contains half white
pixels and half black pixels. If a secret pixel is
black in color, then each pixel in Bi1 is comple-
mentary to each pixel in Bf. Otherwise, the posi-
tions of the black and white pixels in B} and B’ are
the same.

Noar and Shamir’s scheme is secure because
without possessing both shares, it is very difficult
for anyone who wants to retrieve the secret image
from each share to do so. The main drawback of
their scheme is that each share looks like random
noise and does not have any meaning. Therefore,
Hwang and Chang (2001) proposed a new scheme
to improve upon Noar and Shamir’s scheme.

2.2. Review of Hwang and Chang’s visual secret
sharing scheme (Hwang and Chang, 2001 )

Procedurally, Hwang and Chang’s visual secret
sharing scheme (Hwang and Chang, 2001) is sim-
ilar to Noar and Shamir’s visual secret sharing
scheme. The main difference is in the meaningful-
ness of each share. In Noar and Shamir’s scheme,
each share looks like random noise and does not
have any meaning. But in Hwang and Chang’s
scheme, each share can be designed to contain
more meaning. Therefore, designing a meaningful
share is the key challenge.

In Hwang and Chang’s scheme, each block in
share-1 and share-2 contains 3 x 3 pixels. If we
want to generate a meaningful share, then we must
define some rules as to the meaning of the black-

ness and whiteness of a block. Whether the block
is black or white is dependent upon using the hu-
man visual system to detect color according to the
color pixel density of a block. That is to say that a
block that contains more black pixels than white
pixels has black as its meaning. Otherwise, the
block has white as its meaning. So, we can arbi-
trarily design meaningful images on each share.
We give an example of the black and white defi-
nition of share-1, share-2, and the stacking results
in Fig. 2. Here (¢,5) has the meaning of a block
that contains ¢ black pixels and s white pixels. In
Fig. 2, a block in share-1 and share-2 has a
meaning of black if this block contains 7 black
pixels and 2 white pixels. Otherwise, this block
contains 5 black pixels and 4 white pixels. If the
stacking result from share-1 superimposed on
share-2 of a block contains 8 black pixels and 1
white pixel, it has a meaning of white. Otherwise,
the stack result of this block contains 9 black
pixels and 0 white pixels. The other procedures of
Hwang and Chang’s scheme are the same as in
Noar and Shamir’s scheme.

The security of Hwang and Chang’s scheme is
the same as that of Noar and Shamir’s scheme
and each share can be made more meaningful.

Image White Black

Share-1 and share-2 (5.4 (7,2)
2

Stacking result (7’ ) (9,0)

Fig. 2. An example of the black and white definition of a block.
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Our method applies Hwang and Chang’s scheme
(2001) to generate the two shares.

3. Proposed method
3.1. Signing procedure

Our signing procedure contains two parts. The
first part is the scramble, and the second part is the
share construction. First, we apply the torus auto-
morphism (Voyatzis and Pitas, 1996) to scramble
all pixels of the host image. Next, we apply Chang
and Hwang’s visual secret sharing scheme (Hwang
and Chang, 2001) to construct two shares. The
flow chart of our proposed method is shown in
Fig. 3.

There exists a gray-level image O, with a size of
N x M pixels. We apply the torus automorphism
to scramble each pixel of the image O. The for-
mula is listed as

(50) = (& aia) (3 Jomoam )

where (X, Y;) is a coordinate in two-dimensional
space, and the variable i is the number of se-
quences of the torus automorphism. As for N and
k, they are denoted as the size of the given image
and the secret key, respectively. The secret key k
can be arbitrarily chosen by the owner. For ex-
ample, assume a pixel p is stored in coordinate

(2,9). After i sequences of the torus automor-
phism, the pixel p will be stored in the new coor-
dinate (x',)’). The relational positions of pixels in
the host image will be changed by the torus
automorphism. After finishing the above work, we
obtain a chaotic mixing image O'. Here the size of
the chaotic mixing image is the same as the host
image O.

In the next part, we generate two shares using
Hwang and Chang’s scheme. There exists a binary
secret image logo-2 with a size of N’ x M’. The
secret image logo-2 is hidden in two shares. They
are share-1 and share- 2. Before generating the
share-1 and share-2, we need to define the black-
ness and whiteness of a block in share-1, share-2 as
well as the stacking results. Some details of the
black and white definition were described in the
previous section. Assume the black and white
definition in share-1, share-2 and the stacking
results of a block are {(9—¢1),(9—1¢1)},{(d,
9—d),(h,9—h)}, and {(e,9 —¢),(f,9— 1)}, re-
spectively.

We can obtain share-1 in the following way.
First, we randomly choose a coordinate (x,y) in
O’, and then we select a sub-image I from O’. The
size of the sub-image is 3N’ x 3M’ pixels. Here
N 23N’ and M =2 3M’. Next, we need to add a step
to convert the sub-image I into a binary image.
This occurs because the visual secret sharing
scheme is only suitable for binary images. We di-
vide the sub-image into many non-overlapping
blocks, where each block contains 3 x 3 pixels.

Host i Torus Share-1
ost image > >
g Automorphism Construction Output Share-1
A
Share-2 q Secret image
Construction (Color Pixel Exchange)

l Conforms

Output Adjusted Share-2

Fig. 3. The flow chart of our proposed method.
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We use a sorting algorithm to sort 3 x 3 pixels in
each block, and the smallest ¢ pixels in each block
are chosen. The smallest ¢ pixels in each block are
set to be white, and the other (9 — ¢) pixels are set
to be black. Therefore, share-1 is generated.

Share-1 is generated from the host image and it
does not have any meaning. Share-2 in our method
can be made more meaningful and can be used as
the secret key. We then input a meaningful binary
image logo-1, e.g. logos, numbers, authors’ names,
etc. Its size is N’ x M’ pixels. The image size of the
meaningful image is the same as the secret image.
We extend each pixel in the meaningful image to
3 x 3 pixels a block. If a pixel from the meaningful
image is black pixel, then its block contains d
black pixels and (9 — d) white pixels. Otherwise,
its block contains A black pixels and (9 — &) white
pixels. A block that contains more black pixels
than white pixels has a meaning of black. Other-
wise, the block has a meaning of white. Therefore,
the value d is larger than h. Finally, we obtain a
binary share called share-2 and its size is the same
as share-1.

The secret image logo-2 is hidden in share-1 and
share-2. Therefore, in the next step, we adjust
share-1 and share-2 to hide the secret image logo-
2. We do not want to change the image quality of
the host image. Therefore, share-1 does not need
to be changed. We change some pixels in share-2,
but we do not destroy the number of black pixels
and white pixels of a block. If a secret pixel in S is
black or white, then it uses the black and white
definition of a block (e,9 —¢e) and (f,9 — f) to fill
the corresponding black and white pixels. Here the
value e is larger than f . If the stacking result does
not satisfy the above definition, then we shall ad-
just some pixels in share-2 using the color pixel
exchange method. We can exchange some black
pixels and white pixels in a block, but the number
of black pixels and white pixels must be equal to
the predefined numbers. Therefore, the secret im-
age is hidden in share-1 and share-2.

Finally, two shares are generated. We store se-
cret image logo-2, share-2, three parameters i, k,
and N, and the coordinate (x, y) and the black and
white definition table in the certification authority
(CA). Logo-1 and the original image can be pub-
lished.

Signing Procedure Algorithm
Input. A gray-level host image O with N x M pixels.
Output. Two shares, share-1 and share-2.

e Step 1. Use the torus automorphism to scramble
the host image and then obtain a chaotic mixing
image O'.

e Step 2. Share-1 generation steps.

Step 2.1. Choose a coordinate (x,y) and ob-
tain a sub-image 1 from O'. The image size
of I'is 3N' x 3M’.

Step 2.2. Divide I into many small blocks
with each block containing 3 x 3 pixels.
Step 2.3. Use a sorting algorithm to sort each
block. The smallest ¢ pixels are set as white,
and the other (9 — #) pixels are set as black.

e Step 3. Apply Hwang and Chang’s visual secret
sharing scheme to construct a meaningful share
called share-2 that is the same size as share-1.

Step 3.1. Read a meaningful image logo-1. Its
size is N' x M.

Step 3.2. Each pixel of logo-1 is extended to
3 x 3 pixels a block, and each block is treated
according to the black and white definition in
share-2 to generate share-2.

o Step 4. Hide the secret image logo-2 in share-1
and share-2.

Step 4.1. Read a secret image logo-2. Its size
is N x M.
Step 4.2. Retrieve a secret pixel (black/white)
and the corresponding block with 3 x 3 pix-
els in share-1 and share-2.
Step 4.3. Superimpose these two blocks. If the
stacking result does not satisfy the black and
white definition of stacking results, then we ex-
change some black pixels with white pixels in
share-2 until the result conforms. Otherwise,
there is no change to the pixels in share-2.
Step 4.4. Repeat Step 4.2 and Step 4.3 until
all secret pixels are processed.

We give an example to demonstrate the color
pixel exchange method in Figs. 4 and 5. In Fig. 4,
we first give the definition of a black and white
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Image White Black
Share-1 (8,1 8.,1)
Share-2 (3,6) (7,2)
Stacking 3.1 9.0)
result

Fig. 4. The black and white definition of a block in our method.

block. In Fig. 5(a), we assume that a secret pixel is
black, and then the stacking result from share-1
superimposed on share-2 of a block should be
(9,0). However, the stacking result in Fig. 5(a) is
not (9,0), thus we need to modify some pixels in
share-2 such that the stacking result is satisfied
(9,0). Share-1 does not need to be changed. We
exchange a black pixel and a white pixel in share-2.
The total number of black and white pixels is the
same as the predefined number. The exchange re-
sult is listed in Fig. 5(b). The other color pixel ex-
change procedures are listed in Figs. 5(c) and (d).

3.2. Verification procedure

The verification procedure consists of two parts.
The first part scrambles each pixel of the host
image using the torus automorphism and then
retrieves share-1 from the host image. Here, the
first part is the same as in the signing procedure.
The second part involves the retrieval of mean-
ingful information by superimposing share-1 and
share-2. Finally, the retrieved secret information
can be identified using the human visual system.

Verification Procedure Algorithm

Input. Host image O, share-2, i, k, N, coordinate
(x,y), the black and white definition table, and the
secret image logo-2.

Output. “Legal” or “Illegal”.

e Step 1. Use Step 1 and Step 2 of the signing pro-
cedure algorithm to generate share-1.

[]

Secret pixel Share-1 Share-2
(@
B i
|
Secret pixel Share-1 Share-2
(b)
0 i
|
Secret pixel Share-1 Share-2
()
mi |
|
Secret pixel Share-1 Share-2

(d)
Fig. 5. An example of the color pixel exchange method: (a) case

1; (b) apply color pixel exchange in case 1; (c) case 2; (d) apply
color pixel exchange in case 2.

e Step 2. Superimpose share-1 and share-2 to re-
trieve the secret image S'.

e Step 3. According to the human visual system,
if S’ is visually similar to logo-2 then return
“Legal”’; Otherwise return “Illegal”.

4. Experimental results and analysis

Our experiments were executed on an IBM
personal computer (Intel Pentium 300 MHz) using
C++ Builder 4.0 programming language. We used
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gray-level image “Lena” with a size of 512 x 512
pixels as our test image. The original image
“Lena” and two logos with a size of 64 x 64 pixels
are shown in Fig. 6.

The definition of black and white in share-1 and
share-2 and the stacking results of our experiment
are listed in Fig. 4. Our method uses the torus
automorphism to scramble each pixel of the host
image. Three parameters k, N,i of the torus auto-
morphism are set to be 3,511,10, respectively.
After scrambling, the host image becomes a cha-
otic mixing image. Next, we randomly select a sub-
image from the chaotic mixing image. The image
size of the sub-image is (64 x 3) x (64 x 3) pixels.
We divide the sub-image into many non-overlap-
ping blocks where each block contains 3 x 3 pix-
els. We use a sorting algorithm to sort each block,
and then select the smallest element from each

(b)

Fig. 6. The original image “Lena” and two logos: (a) test image
“Lena” (512 x 512 pixels); (b) logo-1 (64 x 64 pixels); (c) logo-2
(64 x 64 pixels).

block. The smallest pixel value is set to be white,
and the other pixels are set to be black. Share-1 is
generated and shown in Fig. 7(a). Here the black
and white definition of a block in share-1 is set to
be (8,1) and (8, 1). There are 8 black pixels and 1
white pixel in each block of share-1. We select a
meaningful logo in Fig. 6(b). Each pixel in Fig.
6(b) is extended to 3 x 3 pixels a block, and each
block is treated according to the black and white
definition in share-2 to generate share-2. Here the
black and white definition in share-2 is set to be
(7,2) and (3,6). The secret image is hidden in
share-1 and share-2. The secret image logo-2 is
shown in Fig. 6(c). Here the black and white def-
inition in the stacking results is set to be (9,0) and
(8,1). The share-1 and the adjusted share-2 are
listed in Fig. 7(a) and (b). In Fig. 7(c), we list the
stacking result of the secret image after superim-
posing share-1 and share-2.

We perform several image attacks such as
blurring, sharpening, JPEG lossy compression
(80% compression factor), cropping (10% image
cropping), and scaling (scale the image size from
512 x 512 to 256 x 256 pixels) on the test image
“Lena”. We used the image-processing tool
“Ulead Photolmpact 5.0 to implement the above
image attacks. The experimental results are listed
in Fig. 8. In Fig. 8(m), we use another image
“Tiffany” to retrieve our secret image. However, it
could not retrieve the secret image because image
“Tiffany” is not our image. Even if each pixel of
the gray value of the two images “Lena” and
“Tiffany” are similar, our scheme can still recog-
nize these two images. In Table 1, we list the ac-
curacy rate of share-1 under various attacks. The
accuracy rate is defined as

B
=~ @)
where NB is the number of blocks in share-1 and
CB is the number of the correct blocks in share-1
after the image attack. If the 7 smallest elements of
a block By in share-1 after image attack are the
same as the original block B, then add one for CB.
Otherwise, we do not decrease or increase CB.

Our scheme has the same security as Hwang
and Chang’s visual secret sharing scheme, and it is
based on the torus automorphism and the visual

Accuracy rate =
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Fig. 7. The results of share-1, share-2, and the retrieved secret image: (a) share-1; (b) share-2; (c) the retrieved secret image from

share-1 superimposed on share-2.

secret sharing scheme. Without the three parame-
ters i, N, and k, and share-2, anyone who wants to
retrieve the secret image has much difficulty. On
the other hand, our scheme randomly selects a
sub-image from the chaotic mixing image to gen-
erate share-1. Therefore, it is very difficult to guess
which pixels of the host image were used. Even
though illegal users created share-2, it was very
difficult to retrieve the secret image. Without the
correct shares, anyone who wants to stack share-1
with share-2 to obtain the secret image has great

difficultly. Share-2 and secret image logo-2 were
stored in CA. Logo-1 and original image can be
published.

The image robustness of our scheme is depen-
dent upon the torus automorphism and the sorting
algorithm. It is difficult to achieve image robust-
ness if we directly generate share-1 from the host
image. Due to the fact that each pixel value of the
host image is closer to its neighboring pixels, thus
we need to scramble each pixel’s correlation. There
is a good property for the chaotic image. We as-
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(a) ' (b)

() (d)

®

Fig. 8. Several image attacks on images “Lena” and “Tiffany” and the corresponding retrieved secret images: (a) original image
“Lena’; (b) the retrieved secret image; (c) blurred image “Lena”; (d) the retrieved secret image; (¢) sharped image “Lena”; (f) the
retrieved secret image; (g) JPEG compressed image “Lena’ (80% compressed factor); (h) the retrieved secret image; (i) cropped image
“Lena” (10% cropping); (j) the retrieved secret image; (k) scaled image “Lena” (512 x 512 to 256 x 256); (1) the retrieved secret image;
(m) image “Tiffany”’; (n) the retrieved secret image.

sume pl and p2 are two pixels in the chaotic image. the host image is not modified too much then pixel
The pixel value pl is larger than pixel value p2. If pl is still larger than pixel p2. Therefore, we use a
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(m)

Fig. 8 (continued).
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Table 1

The rate of accuracy of share-1 under various attacks
Various attacks Lena (%)
Blurring 88.72
Sharpening 89.55
JPEG compression (compression factor 80) 91.04
Cropping 95.97
Scaling 88.30

sorting algorithm to sort each block and select the
p smallest elements in each block.

According to our experimental results, after im-
age attacks, our scheme is still robust. Our scheme
is secure and requires few computations. Our
scheme can be applied to unchangeable images,
multi-owner host image sharing, mobile phone sys-
tem, cable TV verification system, smart card, etc.

5. Conclusions

In this paper, we propose a meaningful image
protection method that is efficient and effective.
It has the following advantages: (1) it does not
require complex computations, (2) it does not
modify the host image, (3) it is secure and robust,
(4) it allows multiple users share one image. Our

method can be applied to unchangeable images,
mobile phone verification systems, personal digital
assistant (PDA) verification systems, low power
verification systems, smart cards, etc.
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