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Abstract

In ����� Naor and Shamir introduced an unconditionally secure method for encoding black and
white images� This method� known as a threshold visual cryptography scheme �VCS�� has the bene�t
of requiring no cryptographic computation on the part of the decoders� In a �k� n� 	VCS� a share� in
the form of a transparency� is given to n users� Any k users can recover the secret simply by stacking
transparencies� but k � � users can gain no information about the secret whatsoever�

In this paper� we �rst explore the issue of contrast� by demonstrating that the current de�nitions are
inadequate� and by providing an alternative de�nition� This new de�nition motivates an examination of
minimizing pixel expansion subject to �xing the VCS parameters h and l� New bounds on pixel expansion
are introduced� and connections between these bounds are examined� The best bound presented is tighter
than any previous bound� An analysis of connections between �
� n� schemes and designs such as BIBD�s�
PBD�s� and �r� �� 	designs is performed� Also� an integer linear program is provided whose solution exactly
determines the minimum pixel expansion of a �
� n� 	VCS with speci�ed h and l�

� Introduction

Visual cryptography was �rst introduced by Naor and Shamir� In ����� the authors proposed a method for
encoding black and white images in an unconditionally secure way� This method has the additional feature
that it requires no cryptographic computation on the part of the decoders� In a visual cryptography scheme
�VCS�� the decoding is done entirely by the human eye� Such schemes have the bene�t that they can be
used by people without any background knowledge in mathematics� and can also be used where access to
computers is not possible�

As described in ����� in a �k� n� 	threshold VCS� the secret is an image� consisting of a collection of
black and white pixels� Each share is also a collection of pixels� or more speci�cally� subpixels� In order to
decode the message� each participant �where n is the total number of participants� photocopies their share
onto a transparency� thus transforming white subpixels to clear� If k participants stack their transparencies
together� the image will be revealed� but if fewer than k participants stack shares� the resulting image will
be indistinguishable from random noise� More generally� any set of k � � participants can analyze their
collection of shares by any means� but they will obtain no information about the secret�

Later papers discussed visual cryptography for general access structures �see �
������� as well as methods
for encoding colour images �see ��
������� Naor and Shamir also brie
y discussed a VCS where each share
is itself a meaningful� but innocent	looking image� When k such shares are combined� the true secret is
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revealed without any trace of the original images� Such schemes� which later were named extended visual
cryptography schemes �EVCS�� were further elaborated on in ����

The paper is organized into the following sections� In Section 
� we introduce the model for visual
cryptography schemes� including the use of basis matrices and the notion of canonical schemes� In Section ��
we explain the current measurements for contrast� and demonstrate why they are inadequate� We then
introduce a new measurement� Section � provides some preliminary results regarding schemes with speci�ed
values of h and l� which are the whiteness levels of reconstructed white and black pixels� respectively�
Speci�cally� we show that for any meaningful values of k� n� h and l� a scheme with these parameter values
exists� In Section �� we construct �
� n� schemes for a certain set of values of h and l� This construction is
optimal with respect to pixel expansion�

Section � introduces the main result of this paper� a new bound on m� the pixel expansion of �
� n�
schemes with speci�ed values of h and l� This bound� which in general is an implicit bound on m� is tighter
than any previously described bound� In Section �� we consider the e�ect of forcing the rows of the basis
matrix for encoding white pixels to have weight m � h� This allows us to reduce our three part bound of
Section � to a single bound on m� Section � enforces a restriction on the basis matrix for the encoding of
black pixels� and establishes a connection between such schemes and �r� �� 	designs�

In Section �� we take a di�erent approach� and �nd an integer linear program whose solution allows us
to exactly compute the minimum pixel expansion of a �
� n� schemes with speci�ed h and l values� This
program allows us to �nd two additional classes of pixel expansion optimal �
� n� schemes� Section �� uses
the linear program to determine how well the bounds of Section � and Section � predict the actual minimum
pixel expansion� Also� the bounds are compared� and the bound of Section � is found to be tighter in general�
Section �� provides conclusions and open problems�

Appendix A provides a table of solutions to the integer linear program of Section �� for various values of
n� Finally� Appendix B provides a detailed proof of some important properties of the function used in the
proof of our main bound�

� The Model

We consider each pixel to be a collection of m subpixels� In practice� this can be accomplished by expanding
the original image by a factor of m prior to encoding� We therefore de�ne multisets C�� C� � f�� �gn�m� C��
C� � �� To encode a white pixel we choose a random C � C�� and on share i we place m subpixels with
colours listed in row i of C� To encode a black pixel we choose a random C � C�� and perform the same
operation�

The viability of the scheme lies in the way the multisets C� and C� are chosen� Suppose we consider s
participants X � fi�� � � � � isg� where s � k� and imagine once again that our secret image consists of a single
pixel� The s participants can �combine� their shares to obtain an s � m matrix D representing s rows of
the encoding matrix chosen� The security requirement therefore mandates that if we de�ne new multisets
D��D� given by the restriction of C�� C� respectively to rows i�� � � � � is� the matrix D should appear with
equal frequency in both D� and D�� If this is the case� then to the participants in X� the image could be
black or white with equal likelihood�

Any set of k participants� however� should be able to determine the secret image� This can be accom	
plished if a reconstructed white pixel appears �whiter� than a reconstructed black pixel� In other words� the
�or� of k rows of any C � C� should have more zeroes than the �or� of k rows of any C � C��

We formalize these requirements in the following de�nition of a VCS� which is equivalent to that given
in ����� and is paraphrased from Verheul � Van Tilborg ��
��

De�nition ���� A �k� n� visual cryptography scheme S consists of two collections of n�m f�� �g matrices
C� and C�� The scheme is considered valid if for some nonnegative integers h and l� h � l� the following
conditions are met�






�� For any C � C�� the �or� ��v of any k of the n rows of C satis�es w���v � � m � h� where w���v � is the
Hamming weight of ��v �

�� For any C � C�� the �or� ��v of any k of the n rows of C satis�es w���v � 	 m � l�

	� For any i� � i� � � � � � is in f�� 
� � � � � ng with s � k� the two collections of s � m matrices Dj

for j � f�� �g obtained by restricting each matrix in Cj 
where j � �� �� to rows i�� i�� � � � � is are
indistinguishable in the sense that they contain the same matrices with the same frequencies�

Properties � and 
 are collectively called the contrast conditions� and property � is called the security
condition�

A few observations are in order�

�� The reconstruction of an image is not perfect� White pixels will not be all white upon reconstruction�
and in general� black pixels will not be all black upon reconstruction� All that is guaranteed is that
reconstructed white will appear lighter than reconstructed black�


� Certainly� any subset X of participants with jXj � k can reconstruct the image by stacking any k
of their shares� However� the de�nition of a VCS does not guarantee that if more than k shares
are stacked� the image will be obtained� We call a scheme with the property that the image can be
recovered if k or more shares are stacked a strong VCS ����

��� Basis Matrices

Constructing the families C� and C� may seem a daunting task� However� it can be made considerably simpler
with the use of basis matrices� C� and C� can be constructed by taking every column permutation of the basis
matrices S� and S�� respectively� S� and S� must satisfy properties very similar to those in De�nition 
���
these are detailed below�

De�nition ���� A �k� n� visual cryptography scheme S based on basis matrices consists of two n�m f�� �g
matrices S� and S�� The scheme is considered valid if for some nonnegative integers h and l� h � l� the
following conditions are met�

�� The �or� ��v of any k of the n rows in S� satis�es w���v � � m�h� where w���v � is the Hamming weight
of ��v �

�� The �or� ��v of any k of the n rows in S� satis�es w���v � 	 m � l�

	� For any i� � i� � � � � � is in f�� 
� � � � � ng with s � k� the matrices obtained by restricting S� and S�
to rows i�� i�� � � � � is are equal up to column permutation�

��� VCS Parameters

A VCS is characterized by many di�erent parameters� Finding the balance between these parameters is the
main challenge in creating a working scheme�

�� n� The number of participants� Usually this is a �xed� predetermined value�


� k � The threshold� This is determined by security needs�

�� h� The �whiteness� of a white pixel� For �xed l� the larger the value of h is� the clearer the reconstructed
image is�

�� l � The �whiteness� of a black pixel� For �xed h� the smaller the value of l is� the clearer the recon	
structed image is�
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�� r � The size of sets C� and C�� which WLOG are equinumerous �
�� In general� a large value of r would
translate into a large requirement of storage space� However� the use of basis matrices reduces the
storage requirements to just two matrices� making this parameter of low importance�

�� m� The pixel expansion� This represents the factor by which each share is larger than the original
image� and so it is desirable to make m as small as possible�

�� �� The contrast� A measurement of how clear a reconstructed image is� or how distinguishable black is
from white� The meaning and measurement of contrast is highly disputed� We will discuss this further
in the next section�

��� Canonical Schemes

Throughout the literature� certain visual cryptography schemes are described which have the property that
all columns of a given weight appear with equal frequency in the basis matrices �see ����� ���� �
�� ��
�� ����
����� ���� ���� ���� ����� Such schemes are referred to as canonical� The formal de�nition is as follows� �Note
that in ���� canonical schemes are de�ned di�erently��

De�nition ���� �
� Let �S�� S�� be the basis matrices of a �k� n� �VCS� They are in canonical form if� for
i � �� � and for any columns c and c� with equal weight� it is the case that fc�i � fc��i� where fc�i represents
the frequency with which column c occurs in Si� A �k� n� �VCS whose basis matrices are in canonical form
is referred to as a canonical �k� n� �VCS�

In order to specify the basis matrices of a canonical �k� n� 	VCS� we need simply specify the frequency
with which the columns of weight i appear in each basis matrix� for i � �� � � � � n� The multiplicity of weight
i columns in basis matrix Sj is denoted by �i�j�

Example ���� A canonical ��� ���VCS
As per ����� we can de�ne a pixel	expansion optimal ��� �� 	VCS as follows�

���� � �� ���� � �� ���� � ��

���� � �� ���� � ��

The basis matrices are thus�

S� �

�
���

��������
��������
��������
��������

�
��� �

S� �

�
���

��������
��������
��������
��������

�
��� �

� Contrast

Of all the parameters which characterize a VCS� none causes as much di�culty as contrast� Indeed� not
only is there no consensus on the de�nition of contrast� there is not even agreement about the name� What
certain papers refer to as contrast ����� ����� ����� other papers refer to as loss of contrast ������ ��
�� ����� in
this second set of papers contrast is given another meaning� Here� the word contrast will be used in the
former sense�
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The contrast of a scheme is a measurement of readability� Since reconstructed black and reconstructed
white both appear as collections of black and white subpixels� the reconstructed image is less clear to the
human eye than is the original image� Contrast gives a measurement of how clear the reconstructed image
is in relation to the original� Thus� a perfect reconstruction �which� of course� is impossible� would have a
contrast of �� and contrast is always positive�

In working towards a de�nition of contrast� we consider the e�ect of keeping all VCS parameters but one
�xed� and see how contrast changes with the lone varying parameter� It is important to note that contrast
is relevant only in the reconstructed image� so the values of k� n and r are not important�

Intuitively� we can see that as we increase m� the contrast drops� Likewise� it is clear that contrast
increases with an increase in h� and decreases with an increase in l� Armed with this knowledge� we are
ready to examine the competing de�nitions of contrast�

��� De�ning Contrast

����� The Naor and Shamir De�nition

Naor and Shamir de�ned contrast to be

�NS �
h � l

m
�

Naor and Shamir�s de�nition has clear intuitive appeal� as it varies with h� l and m exactly as described
above� Also� a scheme with l � �� h � m� i�e�� perfect reconstruction� would have contrast �� Unfortunately�
experimentation shows that the intuitive notions are insu�cient� �NS depends only on the di�erence between
h and l� In reality� the actual values of h and l are important as well� A demonstration of this is given in
Figure 
� �The original image is shown in Figure ��� The top scheme has parameters h � 
� l � �� m � ��
thus giving �NS � 
��� The bottom scheme has parameters h � �� l � �� m � �� so �NS � 
�� again�
However� the top image is clearly more identi�able� Naor and Shamir�s de�nition appears to be inadequate
for this reason�

����� The Verheul and Van Tilborg De�nition

In ��
�� Verheul and Van Tilborg reached the above conclusion about �NS � and so they sought to provide a
de�nition which more closely modelled reality� They suggested the following de�nition�

�VV �
h� l

m�h � l�
�

In this new de�nition� the actual values of h and l are important� as is the di�erence between them� Again�
however� this de�nition fails to match reality in the case where l � �� i�e�� when black pixels are perfectly
reconstructed� In this situation� we see that �VV reduces to ��m� This is troublesome for two reasons�

�� h has disappeared from the de�nition� This means that all schemes with �xed m and l � �� have the
same value of �V V � In other words� if reconstructed black is perfectly black� then this de�nition implies
that it does not matter how white reconstructed white is� As Figure � shows� this is simply not true
in practice� In the �gure� the top scheme�s parameters are h � �� l � �� m � �� giving �VV � ���� For
the bottom scheme� the parameters are h � �� l � �� m � �� so again� �V V � ���� Here� the bottom
image is obviously clearer�


� The only way to achieve �VV � � is when m � �� This implies that for m � �� even if white were
perfectly reconstructed as white� and black were perfectly reconstructed as black� the reconstructed
image �according to �VV � would be less clear than the original�

�



Figure �� The original image�

����� A New De�nition

We propose the following new de�nition for contrast�

�T �
h� l

m� l
�

This new de�nition combines the positive features of the previous two�

�� It varies in the desired way with m� h and l�


� Given a constant value of h� l� contrast decreases as l increases� coinciding with experimental results�

�� When l � �� �T reduces to h�m� meaning that the contrast is still dependent on h� Furthermore� when
h � m� we have a perfect reconstruction with a contrast of �� as desired�

An example of schemes with equal values of �T is shown in Figure �� The top scheme has h � �� l � ��
m � �� while the bottom scheme has h � �� l � �� m � �� Thus� both schemes have �T � ����

��� Optimizing �T

In the historical de�nitions of contrast� the interplay between h� l� and m is not very evident� Indeed� we
could write

�NS �
�

m
� �h� l�� �VV �

�

m
�
h� l

h� l
�

making the three parameters appear completely independent� But this is most de�nitely not the case� The
most obvious demonstration of this fact is that by the very de�nition of h� it must be that m 	 h� �� �T

�



Figure 
� Two schemes with equal values of �NS �
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Figure �� Two schemes with equal values of �VV �
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Figure �� Two schemes with equal values of �T �
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brings the interplay between h� l and m to the forefront� Thus� an approach for optimizing �T would be to
analyze this connection�

Clearly� though�m does not vary as a function of h and l alone� k and n are equally important parameters�
as the historical bounds show� In particular� what is interesting is the minimum value of m given choices for
k� n� h and l� Calling this mmin� we arrive at a central question of VCS optimization�

What is mmin�k� n� h� l��

Note that this question is not just important for �T � Indeed� if mmin�k� n� h� l� can be determined� it
becomes a straightforward matter to �nd contrast optimal� minimum pixel expansion schemes for any
de�nition of contrast� The only parameters of relevance in determining contrast are h� l� and m� Determining
mmin�k� n� h� l� allows us to express m as a function of the independent parameters h and l� Given a de�nition
of contrast� denoted �� optimizing is then simply a matter of maximizing the function ��h� l�� which can be
done using calculus�

The rest of this paper considers �k� n� schemes in which the parameters h and l are speci�ed� As an
extension of the basic notation for threshold schemes� we write a �k� n� 	VCS with speci�ed parameters
h and l as a �k� n� h� l� 	VCS� Similarly� when the pixel expansion m is also speci�ed� we write this as a
�k� n� h� l�m� 	VCS�

� Preliminaries

We begin our discussion with two simple but important results�

Theorem ���� If there exists a �k� n� h� l�m��VCS �C�� C��� there exists a �k� n� h� l�m� ���VCS �C��� C
�
���

Proof � Let Xn be the column vector consisting of n ��s� Consider C�j � fC 
Xn � C � Cjg� j � �� �� where

 represents concatenation� This is a �k� n� h� l�m� �� 	VCS� as required� �

Note that in a �k� n� h� l�m� 	VCS constructed with basis matrices� appending Xn to S� and S� will also
create a �k� n� h� l�m� �� 	VCS�

Theorem ��� shows that if a �k� n� h� l� 	VCS exists at all� then the determination of mmin�k� n� h� l�
exactly determines for which m a �k� n� h� l�m� scheme exists� Both implicit and explicit in De�nition 
��
are necessary conditions on k� n� h and l to have a meaningful VCS� These conditions are enumerated in
Fact ����

Fact ���� The following are necessary conditions for the existence of a �k� n� h� l� �VCS�

�� k �Z� k	 
�

�� n �Z� n	 
�

	� k � n�


� h �Z� h	 ��

�� l �Z� l 	 ��

�� h � l�

Theorem ��
 shows that the above conditions are also su�cient�

Theorem ���� If k� n� h and l meet the conditions of Fact 
��� then a �k� n� h� l��VCS exists�

Proof � WLOG� we will construct schemes based on basis matrices� First� we make two observations�

��



�� If �S�� S�� de�nes a �k� n� h� l� 	VCS and �S��� S
�
�� de�nes a �k� n� h�� l�� 	VCS� then �S� 
 S��� S� 
 S���

de�nes a �k� n� h� h�� l � l�� 	VCS�


� If �S�� S�� de�nes a �k� n� h� l� 	VCS� then �S� 
 Yn� S� 
 Yn� de�nes a �k� n� h� �� l � �� 	VCS� where
Yn is the column vector consisting of n ��s�

In ��
�� ���� �k� n� �� �� schemes are constructed for all valid k and n �as in Fact ����� We thus get the following
algorithm for constructing a �k� n� h� l� 	VCS�

�� Construct a �k� n� h � l� �� 	VCS by concatenating h � l copies of each basis matrix in the �k� n� �� ��
scheme speci�ed in ��
� or ���� viz� observation ��


� Append l copies of Yn to each basis matrix in the scheme from step �� creating a �k� n� h� l� 	VCS� viz�
observation 
�

Note that the algorithm works for any scheme satisfying the conditions of Fact ���� �

Example ���� A 
	�
�	����VCS
To begin with� we need a ��� �� �� �� 	VCS� By ���� such a scheme is given by the following basis matrices�

S�� �

�
���

���������
���������
���������
���������

�
��� S�� �

�
���

���������
���������
���������
���������

�
��� �

We concatenate two copies of each basis matrix to obtain a ��� �� 
� �� 	VCS�

S��� �

�
���

������������������
������������������
������������������
������������������

�
��� S��� �

�
���

������������������
������������������
������������������
������������������

�
��� �

Finally� we append a copy of Y� to each basis matrix to create our ��� �� �� ��	VCS�

S� �

�
���

�������������������
�������������������
�������������������
�������������������

�
��� S� �

�
���

�������������������
�������������������
�������������������
�������������������

�
��� �

� An Optimal Construction for Some ��� n� h� l� Schemes

In this section� we will explicitly �nd mmin for a certain class of schemes�

Theorem ���� If

h � l
n� �

n� 

� ���

then mmin�
� n� h� l� � 
h� l�

Proof � We �rst describe a canonical �
� n� h� l� 	VCS for h and l satisfying ���� The scheme has�

���� � h� �n�� � h � l�

���� � �
� n�h� �n� ��l� ���� � h � l�

��



Note that ���� 	 � if and only if ��� holds�
Firstly�

nX
j��

�j��

�
n

j

�
� h

�
n

�

�
� �h� l�

�
n

n

�

� 
h� l�
nX
j��

�j��

�
n

j

�
�

	
�
� n�h� �n � ��l�


�n
�

�
� �h� l�

�
n

�

�

� �
� n� n�h� �n� �� n�l

� 
h� l�

so m � 
h� l�
The weight of any row of S� is clearly equal to �n��� or h�l� The weight of any row of S� is

	�
�



����� � h�l�

so the security condition is satis�ed�
The �or� of any two rows of S� has weight equal to �n��� or h � l� as well� Noting that h � l � m � h�

the �rst of the contrast conditions is satis�ed� The �or� of any two rows of S� has weight equal to 
���� �

h� 
l � m� l� so the second contrast condition is satis�ed� and we have a �
� n� h� l� 
h� l� 	VCS� Thus� if
��� holds� mmin�
� n� h� l� � 
h� l�

Now� every row of S�� and therefore S�� has at least h ��s� Also� since the �or� of any two rows of
S� has weight 	 m � l� and each row of S� has weight � m � h� each row of S� must have at least
�m � l�� �m � h� � h� l ��s� Thus� mmin�
� n� h� l� 	 
h� l�

Combining the two inequalities� we have the desired result� �

Example ���� A �
� �� �� ���VCS
We �rst note that

� � �
�� �

�� 

�

so ��� holds� The basis matrices obtained by the construction are�

S� �

�
�����

��������
��������
��������
��������
��������

�
����� S� �

�
�����

��������
��������
��������
��������
��������

�
����� �

This scheme has m � 
h� l � ��

� A New Bound

��� A Proof of the Bound

In this section� we generalize the bound on �
� n� schemes proven in ��� to include the parameters h and l�
We begin by considering an arbitrary �
� n� h� l�m� 	VCS �C�� C��� In such a scheme� the �or� of any two rows
of C � C� has weight � m � h� which implies any one row of C has weight � m � h� Also� the �or� of any
two rows of C � C� has weight 	 m � l�

Let C � C�� We de�ne

T �C� �
��f�x� y� z� � cxz � �� cyz � �g

���
�




If we examine any two rows of C� we will �nd a column permutation of the following situation�

�
� � � � �
� � � � �

�h�lz 
� �
� � � � �
� � � � �

�h�lz 
� �
� � � � �
� � � � �

�lz 
� �
� � � � �
� � � � �

�

It follows that

T �C� 	

�
n




�
� �h� l� � 


� n�n � ���h� l�� �
�

Suppose we de�ne the number of ��s in column z of C� � � z � m� to be wz� Then

T �C� �
mX
z��

wz�n �wz�� ���

We can derive an upper bound on ���� We de�ne

 w �

Pm
z�� wz

m
�

The bound is stated as a lemma with accompanying proof�

Lemma ���� If wz� z � �� � � � �m� are real numbers� and  w is de�ned as above� then

mX
z��

wz�n �wz� � m  w�n�  w�� ���

Proof � Let Z �
�
�x� y� � x� y � f�� � � � �mg� wy �� wx

�
� Suppose that Z �� �� let �x� y� � Z� and consider

what happens if we let w�x � �wx � wy��
� w�y � �wx � wy��
� Looking at the portion of ��� involving w�x
and w�y� we get the following�

w�x�n� w�x� �w�y�n� w�y� � 
�
wx � wy



��n�

wx �wy



�

� �wx � wy��

n� wx �wy



�

� nwx � nwy �
w�
x



�
w�
y



�wxwy

� nwx �w�
x � nwy �w�

y �
w�
x



�
w�
y



�wxwy

� wx�n�wx� � wy�n�wy� �
�



�wx �wy�

�

� wx�n�wx� � wy�n�wy��

Thus� if Z is non	empty� we can increase the value of ����
Now Z � � precisely when wz �  w for all z � f�� � � � �mg� So we have

mX
z��

wz�n �wz� �
mX
z��

 w�n�  w�

� m  w�n�  w���

��



As an aside� we note that this lemma is also a direct application of Jensen�s inequality�
Since there are n rows in C with weight � m� h� we have

mX
z��

wz � n�m � h��

To determine a lower bound on
Pm

z��wz� we will use the following lemma�

Lemma ���� Let x�� � � � � xn be real numbers satisfying the condition xi�xj 	 N � i � �� � � � � n� j � �� � � � � n�
i �� j� Then

nX
i��

xi 	
nN



�

Proof � Consider the following sum�

nX
i��

X
j������ �n

j�i

xi � xj�

This is a sum of
	
n
�



pairs� each of which are 	 N � Thus�

nX
i��

X
j������ �n

j�i

xi � xj 	
n�n� ��N



�

However� the sum can be rearranged� noting that each number xi� i � �� � � � � n appears exactly n� � times�
This implies

�n � ��
nX
i��

xi 	
n�n� ��N



�

and so

nX
i��

xi 	
nN



��

Letting xi be the weight of row i of C� and N � m � l� we �nd that the lemma applies� Since the total
weight of all rows of C is the same as the total weight of all columns of C� we have

mX
z��

wz 	
n�m � l�



�

Thus�

n�m � l�


m
�  w �

n�m � h�

m
� ���

Consider the function f�x� � mx�n� x�� f attains its maximum at x � n�
� f ��x� � � for x � n�
 and
f ��x� � � for x � n�
� Combining this with ���� we examine three cases�

��



Case � This case is characterized by the following inequality�

n�m � l�


m
	

n



�

This is equivalent to

m � l

m
	 ��

which occurs if and only if l � �� The only possibility� due to Fact ���� is l � �� Then

m  w�n�  w� � m�
n�m � l�


m
��n �

n�m � l�


m
�
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�

Combining this with �
�� we obtain

n�n� ���h� l� �
mn�

�
�

and hence

m 	
��n� ��h

n
� ���

Case � Case 
 occurs when we have

n�m � h�

m
�

n



�

This is equivalent to

h 	
m



�

Then

m  w�n�  w� � m�
n�m � h�

m
��
nh

m
��

giving

n�n� ���h� l� �
�m� h�hn�

m

whence

m 	
nh�

ln � h� l
� ���

Case � This case corresponds to

n�m � l�


m
�

n



�

n�m � h�

m
�

��



Then

m  w�n�  w� � m�
n



��
n



�

which implies

n�n� ���h� l� �
mn�

�

and thus

m 	
��h� l��n � ��

n
� ���

Theorem ��
 of ��� states that in any �
� n� 	VCS�

�NS �
bn� cd

n
� e

n�n� ��
�

Recalling the de�nition of �NS � and rearranging� we �nd

Theorem ����

mmin�
� n� h� l� 	
n�n� ��

bn�
cdn�
e
�h� l��

Note that ��� is equivalent to the above when n is even� and only slightly weaker when n is odd�
The bound proven in Case � tends asymptotically to m 	 �h� This is quite weak� We have a much

stronger bound� which follows directly from Theorem ��� of ��
�� letting k � 
�

Theorem ���� ���� In a �
� n� h� �� �VCS �C�� C��� m 	 nh�

We now describe a canonical �
� n� h� �� 	VCS which meets this bound with equality� The multiplicities
are�

���� � h� �n�� � �n� ��h� �n���� � h�

We have

nX
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n

i
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� �n����

�
n

n� �

�

� hn�
nX
i��

�i��

�
n

i

�
� ����

�
n

�

�
� �n��

�
n

n

�

� h� �n � ��h

� nh�

so m � nh� To prove that we have a �
� n� h� �� 	VCS� we simply note that the basis matrices described above
simply consist of h concatenations of the basis matrices for the �k� n� �� �� 	VCS described in ���� when k � 
�
Therefore� the fact that we have described a �
� n� h� �� 	VCS follows directly from Theorem ��� of ���� We
have proven the following result�

Theorem ���� mmin�
� n� h� �� � nh�

��



In summary� we have the following�

Theorem ���� The following are necessary conditions for the existence of a �
� n� h� l�m� �VCS�

m 	

���
��

nh� if l � �
nh�

ln�h�l � if h 	 m�

��h�l	�n��	

n � otherwise�

��� A Strengthening of the Bound

A key simpli�cation above was ���� It removed the need to examine the complicated expression
Pm

z�� wz�n�
wz�� However� ��� can be met with equality only if  w is an integer� Here� we attempt to �nd a stronger
inequality in the case where  w is not an integer� The following lemma is invaluable to this analysis�

Lemma ���� If wz� z � �� � � � �m� are all integers� and  w is de�ned as above� then the value of

mX
z��

wz�n� wz� ���

is maximized when every wz is equal to b  wc or d  we�

Proof � Let Z �
�
�x� y� � x� y � f�� � � � �mg� wy � wx 	 


�
� Suppose Z �� �� let �x� y� � Z� and consider

what happens if we let w�x � wx � �� w�y � wy � �� Looking at the portion of ��� involving w�x and w�y� we
get the following�

w�x�n� w�x� �w�y�n� w�y� � �wx � ���n �wx � �� � �wy � ���n�wy � ��

� wxn �w�
x �wx � n� wx � � �

wyn� w�
y � wy � n�wy � �

� wx�n � wx� � wy�n � wy� � 
wy � 
wx � 


� wx�n � wx� � wy�n � wy��

Thus� if Z is non	empty� we can increase the value of ����
If  w is integral� then Z � � precisely when wz �  w for all z � f�� � � � �mg� Since  w � b  wc � d  we in this

case� we have the desired result�
Otherwise� Z � � when every wz is within � of  w� meaning wz � b  wc or wz � d  we� z � �� � � � �m� �
In fact� by the de�nition of  w� we can see that the maximum value of ��� is obtained when we have

m�  w � b  wc� wz�s with weight d  we� and m���  w� b  wc� wz�s with weight b  wc� �Note that if  w is an integer�
this simply says that all m wz�s have value  w�� Combining this analysis with ���� we obtain the following
strengthening of ����

T �C� � m
	
d  we�n � d  we��  w � b  wc� � b  wc�n � b  wc����  w � b  wc�



� ����

Now� consider the function

f��x� � m
	
dxe�n � dxe��x � bxc� � bxc�n � bxc���� x� bxc�



�

f� attains its maximum at every point on the interval �bn�
c� dn�
e�� Further� f� is strictly increasing over
the interval ��� bn�
c� and strictly decreasing over the interval �dn�
e� n�� �A detailed proof of these facts is
left to Appendix B�� Combining this with ���� we once again have three cases�
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Case � This case is characterized by the following inequality�

n�m � l�


m
	 d

n



e�

We note that if n is odd� the above inequality is satis�ed if and only if l � �� By Fact ���� this cannot occur�
so Case � never occurs if n is odd� �It is� however� important to realize that this does not say �
� n� h� ��
schemes with n odd do not exist� but rather that these schemes fall into the other two cases�� If n is even�
the only valid situation is l � �� Then
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Combining this with �
�� we obtain

n�n� ���h� l� �
mn�

�

giving
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This bound is equivalent to ����
Case � Case 
 occurs when we have
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This is equivalent to
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It is not clear how to further simplify this� So we have the following bound�
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Case � This case corresponds to
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for some x � �bn�
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e�� Note that
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is the empty set if n is even� Otherwise�
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which implies
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whence
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n�n� ��

bn� cd
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� e

�h � l�� ����

This is precisely the bound of Theorem ����
We summarize the above in the following theorem�

Theorem ���� The following are necessary conditions for the existence of a �
� n� h� l�m� �VCS�

m 	 nh� if l � �

n�n� ���h� l� � m
	
d
n�m � h�

m
eb
nh

m
c�
n�m � h�

m
� b

n�m � h�

m
c� �

b
n�m � h�

m
cd
nh

m
e�� �

n�m � h�

m
b
n�m � h�

m
c�


�

if h � m
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n�n� ��

bn� cd
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� e

�h� l�� otherwise�

It is important to note that these bounds help determine the non	existence of particular �
� n� h� l�m�
schemes� Given n� h� l and m� we can determine which case we are in� If the inequality for this case is not
satis�ed� then a �
� n� h� l�m� scheme does not exist� Letting m� be the smallest value of m for which the
associated inequality is satis�ed� we have a bound on mmin�

mmin�
� n� h� l� 	 m��

Example ���� Determining whether or not a �
� �� �� �� ����VCS exists
Since h 	 m�
� we are in Case 
� Theorem ��� states

m 	
nh�

ln� h� l
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�� � � �� �

�
��

�
�

��



Since d����e � ��� Theorem ��� does not rule out the existence of a �
� �� �� �� ���	VCS� Now we examine
Theorem ���� We have n�n � ���h � l� � ��� If we calculate the right hand side of the Case 
 bound for
Theorem ���� we �nd that the smallest value of m which satis�es the bound is m � ��� In particular� when
m � ��� the right hand side is ��� Thus� Theorem ��� proves that a �
� �� �� �� ���	VCS does not exist� For
reference� a �
� �� �� �� ���	VCS does exist�

��� Analysis of Equality

Under what conditions would the inequalities of Theorem ��� be met with equality� In Case �� we have
already answered this question� Namely� for any n and h� a �
� n� h� �� 	VCS can be constructed such that
m � nh� so there are no additional conditions� The inequality of Case � is met with equality only if we have
an �NS 	optimal �
� n� h� l� 	VCS� and this situation is examined in ���� So we are only left with Case 
�

In particular� we search for schemes such that h 	 m�
 and

m �
nh�

ln � h� l
�

Working backwards� we have

n�n � ���h� l� � m
n�m � h�

m

nh

m
�

which implies that

n�n � ���h� l� � T �C�

�
X
z��

mwz�n� wz�

� m  w�n�  w�

� m
n�m � h�

m

nh

m
� ����

We can derive many implications from the above set of equalities� Firstly� we see that every column
of C � C� must have weight  w� and further that  w � n�m � h��m� We know that in any pair of rows
of C� the unavoidable patterns

��
�

�
and

��
�

�
must occur exactly h � l times each ���� This implies that the

pattern
��
�

�
must occur exactly l times in each pair of rows of C �or the security condition would be violated��

so every row of C must have a weight of exactly m � h� Finally� this implies that the pattern
�
�
�

�
occurs

exactly m � 
h � l times� Combining all this information� we �nd that C is the incidence matrix of an
�n� n�m � h��m�m � 
h� l� balanced incomplete block design �BIBD�� as de�ned below�

De�nition ���� ��� A �v� k� �� �BIBD is a pair �V�B�� where V is a set of v elements� or points� and B is a
set of b subsets of V� called blocks� such that each block contains exactly k points� and every pair of points is
contained in exactly � blocks�

It follows from the De�nition ��� that every point appears in exactly r � ��v � ����k � �� blocks� and
also that b � ��v� � v���k� � k��

De�nition ���� Let �V�B� be a design with V � fV�� � � � � Vvg� B � fB�� � � � � Bbg� Then the incidence
matrix M of the design is a v � b matrix satisfying

mij �

�
�� Vi � Bj

�� otherwise�


�



If every row of C � C� has weight m� h� then for C � C�� we must have a permutation of the following�
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���

� � � � �

hz 
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�

Thus� we arrive at the following theorem�

Theorem ���� A �
� n� h� l�m��VCS with h 	 m�
 and m � �nh����ln � h � l� exists if and only if an
�n� n�m � h��m�m � 
h� l��BIBD exists�

Example ���� A �
� ��� �� �� ����VCS
We have

nh�

ln� h � l
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�
��� ��
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� ���

so a �
� ��� �� �� ���	VCS exists if and only if a ���� �� �� 	BIBD exists� Such a BIBD is described by the
following incidence matrix�
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This represents the basis matrix S� for our �
� ��� �� �� ���	VCS� S� consists of �� identical rows of weight ��

Now we turn our attention to Theorem ���� Again� Case � and Case � follow from previous work� so we
need only examine Case 
� In particular� we seek schemes such that
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This condition implies a set of equations very similar to ����� Thus we �nd that every column of C � C�
must have weight b  wc or d  we� where  w � n�m � h��m� Also� every row of C has the same weight� namely
m�h� and every pair of rows contains the pattern

��
�

�
exactly m�
h� l times� So C is the incidence matrix

of an �n� fbn�m � h��mc� dn�m � h��meg�m � 
h� l� pairwise balanced design �PBD��

De�nition ���� ��� A �v�K� �� �PBD is a pair �V�B�� where V is a set of v points� K is a set of positive
integers such that 
 � k � v for every k � K� and B is a collection of blocks such that jBj � K for every
B � B and each pair of points is contained in exactly � blocks�

Once again� the above conditions also uniquely specify any C � C�� and we have proven the following
theorem�

Theorem ��	� A �
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exists if and only if an �n� bn�m�h��mc� dn�m�h��meg�m�
h� l��PBD exists such that every point occurs
in exactly m � h blocks�

� ��� n� h� l�m� Schemes with Fixed S�

��� E�ects of the Restriction

In the previous section� we found that letting the pixel expansion be optimal forced every row of C � C�
C�
to have weight m � h� In this section� we start o� by imposing this restriction on the rows of S� and S��
and examine the e�ect on the pixel expansion� As we have seen� forcing rows to have weight m � h has the
bene�t of completely specifying S� up to column permutation�

Another� less obvious e�ect of this new restriction is the following� The total number of ��s in S� is now
�xed at n�m�h�� Thus  w� as de�ned in the previous section� is also �xed� as demonstrated by the following�
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Then� regardless of which case we are in� we have that
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Thus we have the following theorem�







Theorem 	��� In any �
� n� h� l�m��VCS with all rows of the basis matrix S� having weight exactly m � h�
we must have the following�
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As before� we can interpret this bound by choosing various values for m� given n� h and l� Let m� be
the smallest value of m for which ���� is satis�ed� and let mei�
� n� h� l� be the smallest m for which a
�
� n� h� l� 	VCS with every row having weight m� h exists� Then we have

mei�
� n� h� l� 	 m��

In Section �� we will see a way to �nd the exact values of mmin�
� n� h� l� and mei�
� n� h� l�� An analysis of
the tightness of ���� and a comparison of mmin and mei thus appears after that section�

� Another Design Theory Connection

We now consider an additional restriction on �
� n� h� l� schemes� As well as enforcing that all rows of the
basis matrices have weight m � h� suppose we also require the �or� of any two rows of the basis matrix S�
to have weight exactly m � l� To simplify the notation� we will refer to such schemes as forced�

The restrictions allow us to more accurately pinpoint the structure of the basis matrix S�� In particular�
any two rows of a forced S� are a permutation of the following�

� m��h�lz 
� �
� � � � �
� � � � �

h�lz 
� �
� � � � �
� � � � �

h�lz 
� �
� � � � �
� � � � �

lz 
� �
� � � � �
� � � � �

�

We can interpret S� as the incidence matrix of an �r� �� 	design� Let us �rst de�ne such a design�

De�nition 
��� ��� An �r� ���design is a pair �V�B� where V is a set of v elements and B is a collection of
b subsets 
blocks� of V such that every distinct pair of elements occurs in precisely � blocks and every variety

element� occurs in precisely r blocks�

S� in our forced VCS can be seen as the incidence matrix of such a design� where r � m�h� � � m�
h�l�
v � n� b � m� Moreover� it is clear that there is a one	to	one correspondence between forced �
� n� h� l�
schemes and �m� h�m� 
h� l� 	designs� We have proven the following theorem�

Theorem 
��� There exists a forced �
� n� h� l�m��VCS if and only if there exists a �m�h�m�
h�l� �design�

The bene�t of this realization is that results on �r� �� designs can be directly applied to results on forced
�
� n� h� l� schemes� In particular� we can restate Theorem ���� of ��� as a result in visual cryptography�

Theorem 
��� In any forced �
� n� h� l� �VCS�

m 	
nh�

h� ln� l
�

Note that this bound is precisely equivalent to the case 
 bound in subsection ���� This is to be expected�
since forced schemes have

 w �
n�m � h�

m


�



and so

m  w�n �  w� � m�
n�m � h�

m
��
nh

m
��

as in case 
� Note also that if l � �� Theorem ��
 reduces to m 	 nh� This is also not surprising� as the
scheme constructed to prove mmin�
� n� h� ��� nh is a forced scheme�

	 A Linear Programming Approach

	�� De�ning the Linear Program

In this section� we derive an integer LP whose solution gives us the value of mmin�
� n� h� l�� Let bi� i �
�� � � � � 
n � �� be a column vector representation of the binary encoding of the integer i� where the �rst
coordinate represents the most signi�cant bit� We pad the encoding with ��s when necessary in order to
ensure that each bi has length n� Note that the basis matrix S� for any �k� n� 	VCS can be thought of as the
concatenation of a collection of columns bi� � bi�� � � � � bim � Conversely� we can uniquely specify a matrix M �
up to column permutation� simply by providing a list of non	negative integers xi� i � �� � � � � 
n � �� where
xi represents the multiplicity of column bi in M �

We will construct the basis matrix S� by a list of this form� Of course� an arbitrary list of multiplicities
will� in general� not satisfy the contrast conditions of a VCS� For j � �� � � � � n and k � j � �� � � � � n� let Cjk

be the set of elements i for which bi has a � in coordinates j and k� i � �� � � � � 
n � �� If the matrix S� we
construct is to be a basis matrix� it will then have to satisfy the following inequality�P

i�Cjk
xi � l� j � �� � � � � n� k � j � �� � � � � n�

which is precisely the contrast condition for reconstructing black pixels�
The xi�s also implicitly determine the weights of the rows in S�� We denote these weights by aj� j �

�� � � � � n� Recall that any row of S� must have the same weight as the corresponding row of S�� We now
show a necessary and su�cient condition on the aj�s to ensure that the corresponding basis matrix S� can
be constructed�

Lemma ���� Suppose we wish to construct an n �m f�� �g matrix M � such that the weight of row j must
have weight aj� j � �� � � � � n� Further� suppose that M must satisfy the property that the �or� of any two of
its rows has weight � m � h� Then M can be constructed if and only if aj � m� h� j � �� � � � �m�

Proof � First suppose that some aj� j � �� � � � � n has weight � m � h� Then the �or� of row j with any
other row of M will have a � in each column that row j has a �� giving it a weight no less than that of row
j� Thus� no valid M exists�

Now suppose that aj � m � h� j � �� � � � � n� Then consider the matrix M where row j consists of aj ��s
followed by m � aj ��s� The �or� of rows j� and j� of M � j� �� j�� has weight no greater than the larger of
aj� and aj� � and so M satis�es the conditions of the lemma� �

The condition on the aj �s translates into a condition on the xi�s as follows� For j � �� � � � � n� let Bj be
the set of elements i for which bi has a � in coordinate j� i � �� � � � � 
n��� Then the condition which ensures
the existence of the basis matrix S� is P

i�Bj

xi 	 h� j � �� � � � � n�

We have proven the following lemma�

Lemma ���� There exists a �
� n� h� l�m� �VCS if and only if there exist non�negative integers xi satisfying
the following conditions�


�



��
P
i�Bj

xi 	 h for all j � �� � � � � n�

��
P

i�Cjk

xi � l for all j � �� � � � � n� k � j � �� � � � � n�

Note that since every row has non	zero weight� there exists at least one copy of the all ��s vector in S��
Thus� if there existed a copy of the all ��s vector in S�� we could remove an all ��s column from S� and
S� and get a �
� n� h� l� 	VCS with a smaller m� Since we are searching for mmin�
� n� h� l�� we can assume
without loss of generality that x�n�� � ��

Thus we arrive at the following integer linear program� denoted ILPMMIN� whose optimal solution is
mmin�
� n� h� l��

Minimize�

m �
�n��X
i��

xi

Subject to�

X
i�Bj

xi 	 h for j � �� � � � � n

X
i�Cjk

xi � l for j � �� � � � � n�k � j � �� � � � � n

xi 	 � for i � �� � � � � 
n � 


xi integer for i � �� � � � � 
n � 


The tables in Appendix A were produced by solving ILPMMIN for various values of n� h and l� The
solver used was CPLEX�

Example ���� Finding mmin�
� �� �� ��
The integer linear program is�


�



Minimize�

m �
��X
i��

xi

Subject to�

x� � x� � x� � x� � x� � x
 � x� � x� 	 �

x� � x� � x� � x� � x
 � x� � x�� � x�� 	 �

x� � x� � x� � x
 � x
 � x� � x�� � x�� 	 �

x� � x� � x� � x� � x
 � x�� � x�� � x�� 	 �

x� � x� � x� � x� � �

x� � x� � x� � x
 � �

x� � x� � x� � x� � �

x� � x� � x
 � x� � �

x� � x� � x
 � x�� � �

x� � x� � x
 � x�� � �

xi 	 � for i � �� � � � � ��

xi integer for i � �� � � � � ��

Plugging this into a linear program solver� we �nd mmin�
� �� �� �� � �� This corresponds to the solution

�x�� � � � � x��� � �
� �� �� �� �������� �� �������� �� ���

The basis matrices thus described are�

S� �

�
���

��������
��������
��������
��������

�
��� � S� �

�
���

��������
��������
��������
��������

�
��� �

	�� An Explicit Solution to mmin��� �� h� l�

For n � 
� �ILPMMIN� reduces to�


�



Minimize�
m � x� � x� � x�

Subject to�

x� � x� 	 h

x� � x� 	 h

x� � l

xi 	 � for i � �� � � � � 


xi integer for i � �� � � � � 


It is obvious that the solution x� � l� x� � h� l� x� � h� l is optimal� Thus�

mmin�
� 
� h� l� � 
h� l�

As per the solution� the basis matrices of a �
� 
� h� l� 
h� l� 	VCS are a column permutation of�

S� �
� h�lz 
� �

� � � � �
� � � � �

hz 
� �
� � � � �
� � � � �

�
�

S� �
� h�lz 
� �

� � � � �
� � � � �

h�lz 
� �
� � � � �
� � � � �

lz 
� �
� � � � �
� � � � �

�

	�� Another Optimal Class of ��� n� h� l� Schemes

If we examine the tables in Appendix A� some patterns become evident� In particular� when h is large in
comparison to l� the values of mmin seem to increase as a linear function of h� and decrease as a linear
function of l� This motivates the following theorem�

Theorem ���� If

h 	 �n� ��l� ����

then

mmin�
� n� h� l� � nh�
n�n� ��



l�

Proof � Given ����� we �rst describe a canonical �
� n� h� l� 	VCS satisfying m � nh� ln�n� ���
� This will
correspond to a solution to ILPMMIN with objective value nh� ln�n� ���
� The column multiplicities are
as follows�

���� � h� �n�� � �n� ��h�
n�n � ��



l�

�n���� � l� �n���� � h� �n� ��l�


�



Note that �n���� 	 � if and only if ���� holds�
We verify that the above ��s produce a VCS� Firstly�

nX
j��

�j��

�
n

j

�
� h

�
n

�

�
�
	
�n � ��h�

n�n� ��



l

�n

n

�

� nh�
n�n� ��



l�

nX
j��

�j��

�
n

j

�
� l

�
n

n � 


�
�
	
h� �n� ��l


�n
�

�

�
n�n� ��



l � nh� n�n� ��l

� nh�
n�n� ��



l�

so

m � nh �
n�n� ��



l�

The weight of any row of S� is equal to �n��� or

�n� ��h�
n�n� ��



l�

The weight of any row of S� is�
n� �

n� �

�
l �

�
n � �

n � 


�	
h � �n� ��l



�

�n � ���n� 
�



l � �n� ��h� �n� ���l

� �n � ��h�
n�n� ��



l�

so the security condition is satis�ed�
The �or� of any two rows of S� has weight equal to �n��� or

�n � ��h�
n�n� ��



l � m � h�

as well� so the �rst of the contrast conditions is satis�ed� The �or� of any two rows of S� has weight equal
to ��

n

n� 


�
� �

�
l �

�
n

n� �

�	
h� �n� ��l



� nh� �

n�n� ��



� ��l

� m � l�

so the second contrast condition is satis�ed� and we have the desired VCS�
We now examine the structure of ILPMMIN� We denote the constraints corresponding toX

i�Bj

xi 	 h for j � �� � � � � n

as the �rst set of constraints� and the constraints corresponding toX
i�Cjk

xi � l for j � �� � � � � n� k � j� � � � � n


�



as the second set of constraints� Note that the �rst set contains n constraints� and the second set contains
n�n � ���
 constraints�

Let Xj � fxi � w�bi� � jg� j � �� � � � � n � �� In other words� Xj is the set of variables corresponding
to vectors of weight j� Every variable in Xj will occur in n � j constraints from the �rst set� and

	
n�j
�



constraints from the second set�

We drop the integrality constraints of ILPMMIN� put it in standard inequality form� and consider the
dual linear program DILPMMIN� DILPMMIN will have n � n�n � ���
 variables and 
n � 
 constraints�
Denote the variables corresponding to the �rst set of primal constraints as the �rst set of dual variables�
and label these y�� � � � � yn� Denote the variables corresponding to the second set of primal constraints as
the second set of dual variables� and label these yn��� � � � � yn�n�n��	��� Finally� we denote the set of dual
constraints corresponding to primal variables in Xj by Cj�

Consider a solution Y � �y�� � � � � yn�n�n��	��� � ��� � � � � ��� We must �rst prove this solution is feasible�

Every dual constraint in Cn�j will contain j dual variables with coe�cient � and
	
j
�



dual variables with

coe�cient 	�� If we plug Y into a dual constraint in Cn�j� we will obtain j �
	
j
�



� We must prove that this

is � �� the right hand side of the constraint�

j �

�
j




�
� ��

j �
j�j � ��



� ��

�j � 
��j � �� 	 ��

Since j is integral� this inequality always holds� Finally� we note that Y is non	negative� and thus Y is
feasible�

Evaluating the objective function at Y � we obtain

nh�
n�n� ��



l�

so we have found a feasible solution to DILPMMIN which has objective value equal to that of our solution
to ILPMMIN� Thus� by strong duality� both solutions are optimal� and this completes the proof� �

Example ���� DILPMMIN for n � �� h � �� l � �
The dual is�


�



Maximize�
�y� � �y� � �y� � �y� � �y
 � �y�

Subject to�

y� � y� � y� � y� � y
 � y� � �

y� � y� � y� � �

y� � y� � y
 � �

y� � �

y� � y� � y� � �

y� � �

y� � �

yi 	 � for i � �� � � � � �

We see that ��� �� �� �� ���� is a feasible solution with objective value �
� precisely the value of
mmin�
� �� �� ���

�
 A Comparison of mei and mmin

Theorem ��� contains a bound on mmin�
� n� h� l� which is in three parts� whereas Theorem ��� is a single
bound on mei�
� n� h� l�� We are ultimately concerned with mmin� but if mei provides a good approximation
to mmin� than the reduction of three cases to one is very advantageous� Surprisingly� for k � 
� mei is more
than just an approximation�

Theorem ����� mmin�
� n� h� l� � mei�
� n� h� l��

Proof � Firstly� since every �
� n� h� l� 	VCS with rows of weight m � h is still a �
� n� h� l� 	VCS� we have
mmin�
� n� h� l� � mei�
� n� h� l��

Let S� and S� be basis matrices for a �
� n� h� l� 	VCS with pixel expansion m� � mmin�
� n� h� l�� We
will construct S�� and S��� which will be basis matrices for a �
� n� h� l�m�� 	VCS in which every row will have
weight exactly m� � h� S�� is de�ned as follows�

�
�

m��hz 
� �
� � � � �
���

� � �
���

� � � � �

hz 
� �
� � � � �
���

� � �
���

� � � � �

�
�

S�� is derived from S� by replacing ��s with ��s in a random fashion until every row has weight exactly m��h�
Because we do not remove or alter the placement of any ��s in S�� it follows immediately that the �or� of
two rows of S�� has weight no less than the �or� of the same two rows of S�� In particular� the �or� of any
two rows of S�� has weight 	 m� � l� Thus� S�� and S�� are basis matrices for a �
� n� h� l�m�� 	VCS in which
every row has weight m� � h� This shows that mei�
� n� h� l� � mmin�
� n� h� l��

��



Combining the two inequalities� we have the desired result� �
Theorem ���� shows that Theorem ��� is actually a bound on mmin�
� n� h� l�� Since the strongest bound

is usually the most interesting� an obvious question to ask is which of Theorem ��� and Theorem ��� is
stronger� We will examine the three cases of Theorem ���� and compare the two bounds in each case� First�
recall ����� the bound contained in Theorem ����

n�n� ���h� l� � m
	
d
n�m � h�

m
eb
nh

m
c�
n�m � h�

m
� b

n�m � h�

m
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b
n�m � h�

m
cd
nh

m
e���

n�m� h�

m
� b

n�m � h�

m
c�


�

The easiest case to analyze is Case 
� because in this case Theorem ��� and ���� are identical� and thus
the two bounds are trivially equally strong�

If we rearrange the Case � bound� we obtain

n�n� ���h � l� � mbn�
cdn�
e�

We note that

d
n�m � h�

m
eb
nh

m
c�
n�m � h�

m
� b

n�m � h�

m
c� �

b
n�m � h�

m
cd
nh

m
e���

n�m � h�

m
� b

n�m � h�

m
c�

can be considered as an average of two products� namely

d
n�m � h�

m
eb
nh

m
c

and

b
n�m � h�

m
cd
nh

m
e�

Further� we note that each product is of the form x�n� x�� Then Lemma ��� applies to each product� and
we see

d
n�m � h�

m
eb
nh

m
c � b

n



cd
n



e

and

b
n�m � h�

m
cd
nh

m
e � b

n



cd
n



e�

Thus we have

b
n



cd
n



e 	 d

n�m � h�

m
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nh

m
c�
n�m � h�

m
� b

n�m � h�

m
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b
n�m � h�

m
cd
nh

m
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n�m � h�

m
� b

n�m � h�

m
c��

This implies that the minimum value of m which satis�es ���� is no less than the minimum value of m which
satis�es the Case � bound� and thus Theorem ��� is no weaker than Theorem ����

��



Finally� we examine Case �� where we know our bound is optimal� As proven in Appendix B� f��x� can
be written in the form

x�n� x� � 	� � 	�

where 	 �x� � x � bxc� Since 	� � 	 � �� this implies ���� is no weaker than Case 
 of Theorem ���� and
when l � ��

m 	
nh�

ln� h� l

simply becomes m 	 nh� Thus� it must be that ���� implies that m 	 nh if l � �� We conclude that in all
cases� Theorem ��� is at least as strong as Theorem ���� and we need only consider �����

As a �nal comment� we can see that Theorem ��� actually predicts mmin quite well� The values of mmin

for approximately ����� choices of the parameters have been calculated� �A subset of these are displayed in
Appendix A�� Theorem ��� correctly predicts these values in all but two instances� namely �
� �� 
� �� and
�
� �� 
� ��� where the bound allows m to be as small as �� In reality� mmin�
� �� 
� �� � mmin�
� �� 
� �� � ��

�� Conclusions and Open Problems

We have examined the Naor and Shamir and the Verheul and Van Tilborg de�nitions of contrast� and found
them both inadequate� We have provided a new measurement for contrast� However� the correctness of
�T has by no means been established� An appropriate measurement for contrast remains a central open
problem�

A new question has been introduced� namely that of �nding the smallest value of m for which a
�k� n� h� l�m� 	VCS exists� We have proven basic existence theorems for �k� n� h� l� schemes� Progress has
been made in the case k � 
� In particular� two classes of �
� n� h� l� schemes have been described in which
m � mmin�
� n� h� l�� A new bound on mmin�
� n� h� l� has been given� which works very well for tested
parameter values� Several connections between �
� n� h� l� schemes and designs have been demonstrated� We
have also described an integer linear program whose solution gives both mmin�
� n� h� l� and a �
� n� h� l�
scheme meeting this bound� Slight variations of the ILP �nd the corresponding values of mei�
� n� h� l� and
mee�
� n� h� l��

We have also introduced many open questions� The central problem is an explicit expression for
mmin�k� n� h� l�� Other questions include how well mei approximates mmin� how well the bound performs for
large values of n� and whether a linear program exists to �nd mmin�k� n� h� l� for values of k � 
�
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A Solutions to ILPMMIN and ILPMEE

The following tables represent the values of mmin�
� n� h� l� for n � 
� � � � � �� h � �� � � � � 
�� l � �� � � � � h� ��
The values were obtained by solving ILPMMIN using CPLEX�
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B An Analysis of f��x�

B�� Continuity and Di�erentiability

Recall that we de�ned the function f��x� as follows�

f��x� � m
	
dxe�n � dxe��x � bxc� � bxc�n � bxc���� x� bxc�



�

Since m is just a constant term� it will not a�ect our analysis� and we can assume m � �� We note that with
this simpli�cation� f��x� is equivalent to the following�

f��x� � x�n� x� � 	� � 	�

where 	 �x� � x � bxc� Let g�	 �x�� � 	 �x�� � 	 �x�� and consider g over the interval x � �c� c � ��� c � Z�
First� g�	 �c�� � g��� � �� For x � �c� c� ��� g�	 �x�� is certainly continuous� Finally�

lim
x�c��

g�	 �x�� � �

� g�	 �c � ���

so g is continuous at x � c � �� Since g is periodic in x with period �� g is continuous�
Now we examine the question of di�erentiability� Let x � �c� c� ��� c �Z� Then 	 �x� � x� c� and

f��x� � x�n� x� � �x� c�� � �x� c�

� xn� x� � x� � 
cx� c� � x� c

� x�n� 
c� �� � c� � c�

f�
�

�x� � n � 
c� ��

Thus�

f�
�

�x�

��
�

� �� c � n��
�

� �� c � n��
�

� �� c � n��
� �

If n is odd� then

c �
n� �



�

bxc �
n� �



�

x �
n� �



�

x � b
n



c�

If n is even� then

c �
n� �



�

bxc �
n� �



�

x �
n



�

x � b
n



c�

��



By a similar analysis� we can show that

c �
n� �



� x � �b

n



c� d

n



e��

Note that if n is even� this represents the empty set� Also�

c �
n � �



� x 	 d

n



e�

So we have

f�
�

�x�

��
�

� �� x � bn� c
� �� x � �bn� c� d

n
� e�

� �� x 	 dn� e�

The continuity of f��x�� which follows directly from the continuity of g�	 �x��� shows that the behaviour
of f��x� at integral points must be the same as at non	integral points� In other words� f��x� is increasing
for x � ��� bn�
c�� constant for x � �bn�
c� dn�
e� and decreasing for x � �dn�
e� n��

B�� Plots of f��x�

The following plots were generated using MAPLE� They show f��x� for various values of m and n� Note the
correspondence with the above analysis�

��



Figure �� f��x� for m � �� n � ��
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Figure �� f��x� for m � ��� n � ��
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Figure �� f��x� for m � �� n � ��
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